Ly

life.augmented

STM32H7R/S high-performance lines

Scalable & secure bootflash
microcontrollers




The STM32 portfolio

Five product categories

Ultra-low-power Mainstream High-performance | Embedded

Short- and long-range connectivity 32-bit general-purpose microcontrollers: from 75 to 3,224 CoreMark score 32- and 64-bit microprocessors

MPU portfolio 2
MCU portfolio
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https://www.st.com/content/st_com/en/products/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus/stm32-high-performance-mcus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/content/st_com/en/products/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus/stm32-ultra-low-power-mcus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/content/st_com/en/products/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus/stm32-wireless-mcus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/content/st_com/en/products/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus/stm32-mainstream-mcus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/en/microcontrollers-microprocessors/stm32-arm-cortex-mpus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/en/microcontrollers-microprocessors/stm32-32-bit-arm-cortex-mcus.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/en/microcontrollers-microprocessors/stm32-arm-cortex-mpus.html?ecmp=tt36849_gl_link_jan2024

STM32H7R3/7S3 STM32H7R7/7S7

STM32H7 portfolio overview

B Bootflash 1284 DMmiPS 1284 DMIPS
. SRAM 620 KB SRAM 620 KB
Line 64k user flash 64K user flash
ST-iRoT ST-iRoT
Chrom-ART NeoChrom + LTDC

New

' STM32H745/755  STM32H747/757
480 + 240 MHz 480 + 240 MHz
1027 + 300 DMIPS 1027 + 300 DMIPS
RAM 1 MB RAM 1 MB
Flashupto 2 MB Flash up to 2 MB

o0 (-3 280 MHz 480 MHz 480 MHz 550 MHz 550 MHz

. 599 DMIPS 1027 DMIPS 1027 DMIPS 1177 DMIPS 1177 DMIPS
[ -¥ RAM 1.4 MB RAM 692 KB RAM 1 MB RAM 564 KB RAM 564 KB
Flashupto2 MB Flashupto2 MB Flashupto2 MB Flashuptol1MB Flashupto1l MB

STM32H7B0 STM32H750 STM32H730

B Single-

280 MHz 480 MHz 550 MHz
$ Value Line EXLUEE 1027 DMIPS 1177 DMIPS
RAM 1.4 MB RAM 1 MB RAM 564 BB
Flash 128 KB Flash 128 KB Flash 128 KB
Arm® Cortex® core Cortex®-M7 Cortex®-M7 & -M4

Lys
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1 If only

An MCU could offer the memory
scalability and flexibility of an
MPU, combined with real-time
processing capabilities, all for the
price of an MCU.



Opening new innovation possibilities
with scalable and secure bootflash microcontrollers

General-purpose Line Graphics Line
STM32H7R3/S3 STM32H7R7/S7

Fast-track your
development with a broad
MCU ecosystem

Run MPU-like applications Leverage more design
on a real-time MCU freedom

Lys
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What the STM32H7R/S lines offer

Max performance: 600 MHz bootflash MCU
* Real-time execution from internal or external memories (' /"
» High speed serial & parallel memory interfaces up to 200 MHz DTR

» Large internal SRAM

- o OWVEEER. T "

High scalability to optimize your design & reduce costs /
» Flexible external memory capacity and performance I
» 10 packages: from cost-effective 68 pins to 225 pins [] I

o

Security assurance: ready for future security directives
« Target security certifications: SESIP Level 3 and PSA certified L3.
* On-the-fly decrypt/encrypt & secure boot

NN EErEErEEL=.

* Powerful 2.5D NeoChrom GPU - smart DMA architecture memory/GPU
« Enabling Uls with up to HD resolution.

Best-in-class platform for graphics applications D

"ue.ougmenfed ' 3 3
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High-performance & multi-purpose MCUs
for a wide range of applications

mart he &

. Industrial Medical Point of sales Robotics
cities
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A high-performance architecture
leveraging internal and external memories

3300 3347

3200 Arm® Cortex®-M7 @ 600 MHz

3000 Double precision FPU, MPU, advanced DSP

2800
2600 32 Kbytes + 32 Kbytes L1 I/D allowing
zero wait-state execution from external memories

2400 2539
620 Kbytes of SRAM

2200
2000 High speed external memory support up to
200 MHz DTR

1284 DMIPS
3174 CoreMark

2909

Dual core lines
Arm Cortex®-M7 @ 480 MHz
Arm Cortex®-M4 @ 240 MHz
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Arm Cortex®-M7 @ 550 MHz

Arm Cortex®-M7 @ 480 MHz

Arm Cortex®-M7
@ 216 MHz
Arm Cortex®-M7
@ 280 MHz

STM32F7  STM32H7  STM32H7  STM32H7 ERLUEZ:1 STM32H7 8
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EE 1fonly

A single-core MCU could

run multiple applications
requiring graphic capabilities,
connectivity, and sensor control.



Why choose the STM32H7R/S bootflash MCU?

The STM32HR/S lines are the most cost-effective STM32H7 MCUSs.
#1 Lowest cost STM32H7 to-date

They offer fast and secure external memory interfaces to provide

_ more freedom on memory selection and architecture.
#9 Fast memory interfaces up to

200MHz DTR

#3 More freedom to connect any FMC32bit
MCU memory type Connect most
types of parallel I-cache D-Cache Connect most types
memories 600 MHz Cortex®- of serial memories
: : M7
Load & run code in large internal _ "
#4 J Up to 32-bit PR 620 Kbytes 1-16 bit interfaces

SRAM for faster execution :
interfaces bootflash SRAM Up to 200 MHz DTR

at 100 MHz

HE Enhanced Ecosystem to configure
boot, code execution & ext. memories

Lys
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Bringing new features to STM32H7 series

200 MHz Hexadeca SPI with PHY and DTR-mode
Fewer pins, more performance

\E

v

M
NeoChrom GPU, JPEG Codec and LTDC

g Accelerating MPU-like GUIs

] B

Secure code execution from external/internal memory
Securing internal & external code & data

.%. I3C with DMA & USB Fs & HS with PHY & UCPD
Enriched communication interfaces

—_— 4




STM32H7RS power consumption

Flexible low power modes

Notes:

* IDD RUN, code int flash, TYP SMPS, perip off, cache on

» |IDD SLEEP: ECC enabled, perip OFF, VOS High

« IDD STANDBY: IWDG OFF, Backup SRAM Off, RTC & LSE ON, 3.3V

"l + IDD VBAT: Backup SRAM OFF, RTC/LSE ON 12
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Advanced graphics
NeoChrom GPU
TFT-LCD controller
JPEG Codec
Chrom-ART
Chrom-GRC
FMC/Parallel LCD
DCMI

Audio

2 microphones/1 filter
Voice Activity Detector

=

Camera

8/16-bit DCMI

Security
Life cycle

Secure debug
authentication

ST-IROT

Secure key storage

PKA, TRNG, AES,
Hash, HMAC

3x MCE
(OTF-decrypt/Encrypt)

96-bit unique ID

Active tampering

=
=
=
=

Lys
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Memory Interfaces

FMC 8/16/32-bit
(SRAM, NOR, NAND,

Arm® Cortex®-M7

LDO, SMPS
POR/PDR/PVD/BOR
Int Oscillators: 64 MHz
HSI, 48 MHz HSI, 4 MHz
CSl, 32 KHz LS
Ext oscillators: 4-50 MHz
HSE, 32 KHz LSE
RTC, 128 bytes
back-up registers

USB Power w/
3.3V int. regulator

600 MHz
A
L1 cache e .
(Hyper, Octo, Nand,
2x 32 Kby:]eSsPI/D cache NOR, PSRAM)
1x Hexa-SPI (200 MHz)
MPU (Hyper, Octo, Nand,
NOR, PSRAM)
64 Kbytes boot flash 9% SD/SDIO/MMC
620 Kbytes SRAM w/
flex ECC & I/D TCM ivi
i Connectivity
: 1x 10/100 ethernet
Cordic
1x USB HSw/PHY + 1x
HPDMA & GPDMA USB FS
4 Kbytes backup RAM 1x UCPD controller
2x12C + 1x I*C
3x USART, 4x UART,
System 2x LPUART

23 Timers

16x 16-bit timers w/
1x advanced timer
5x LP timers
1x graphics timer
4x 32-bit timers

2x watchdogs

Analog

2x 12-bit ADC

Digital temperature
sensor

1x sysTick timer

STM32H7RS MCU
block diagram

High performance

Large embedded RAM memory

Fast & flexible external memory I/F

13



STM32H7Rx/Sx portfolio

General-purpose & graphics lines, security options, large package

offering

Flash memory size / RAM size (bytes)

A
Legend: Graphics line
I Without HW crypto/hash
Il With HW crypto/hash STM32H7S7Z8 STM32H7S7A8 STM32H7S7I8 STM32H7S7L8
Option: 16-bit Serial High speed PHY / 32-bit FMC
[T Graphics (NeoChrom + LTDC) STM32H7R7Z8 W STM32H7R7A8 STM32H7R7I8 STM32H7R7L8
64 K/ 620 K

STM32H7R3R8 STM32H7R3V8 STM32H7R3Z8 STM32H7R3A8 | STM32H7R3I8 STM32H7R3L8

68-pin 100-pin 144-pin 144-pin 169-pin 176-pin 176+25-pin 225-pin Pin count
VQFN WLCSP/LQFP/TFBGA LQFP UFBGA UFBGA LQFP UFBGA TFBGA

Lys 14
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A flexible and scalable memory
architecture




All the memory interfaces you need

Serial RAM

Single/Quad/Octo/Hexa
Serial PSRAM

Serial Flash

Single/Quad/Octo
NOR & NAND

XSPI (JDES251C), HyperBus, Xcella

200 MHz DTR
(with PHY)

Up to 16-bit (Hexadeca)
+ Up to 8-bit (Octo)

XSPI

D Memory interfaces

Expanded serial peripheral interface
with DMA

" 16
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Securing external code and data

Memory cipher engine

(MCE)
On-the-fly encrypt/decrypt

High speed External memory

interface

Memory interfaces

examples

MCE1 XSPI1 Quad/Octo/Hexa
kl}/l(iEz o XSPI2 -
oekeon 200
MCU AXI MHZ DTR
BUS-matrix MCE3 FMC16/32
Noekeon 100MHz
2Xx SDMMC .
No MCE/HW ciphering g SD/SDIO/MMC

MCU domain

l_

Quad/Octo

Serial RAM or Flash

> 8/16/32-bit parallel
RAM and Flash
:
Notes:

FMC 32-bit or 16-bit serial memory is only available on the TFBGA225

‘ ’l Only 1 xSPI at a time is configurable in 16-bit Hexadeca mode
17
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7
Critical real-time data
such as interrupt service

routines or stack/heap
memory

Lys
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Maximize zero wait-state memories
Remapping SRAM blocks

SRAM & TCMs

620 Kbytes
Large SRAM to facilitate fastest code/data
execution and flexible memory strategies

64 Kbytes DTCM

SRAM blocks
SRAM3: 128 Kbytes

72 Kbytes Shareable with DTCM
32 Kbytes 128 Kbytes

4 Kbytes SRAM1: 128 Kbytes

Backup RAM
Retained in VBAT mode

Increase Zero wait-state memories
(DTCM & ITCM)

192 Kbytes D-TCM

Vi
L7

Use in parallel for
load and store operations

18



Code and data execution from anywhere
Coremark Results (Kell®)

Code Data I-cache
SIEIE : . D-cache state Coremark/MHz
Code/data placement flexibility location __location Siaine
5.3x Coremark/MHz on listed configurations ITCM DTCM 5.3283
Aligned to ARMs Cortex®-M7 benchmark Disabled Disabled 5.3289
_FLASH DTCM Disabled Disabled 0.880348
_ internal 5.332986
Increase 0 Wait-state memory
Increase D-TCM when needed (up to: 192Kbytes) Disabled Disabled 0.33
Increase I-TCM when needed (up to: 192Kbytes) Octo FLASH DTCM 5 326283
HexaSPI DTCM Disabled Disabled 0.8951
_ SRAM 5.332933
/D Caches for maximum performance
Caches enabled, ensures code and data execution similar to internal memories Octo FLASH HexaSPI | Disabled Disabled 0.33
SRAM 5.32617

Characteristics
Performance efficiency: 5.29 CoreMark/MHz
Kys 19

life.augmented More info about the Cortex®-M7:



https://developer.arm.com/Processors/Cortex-M7

External serial memory Performance
OctoSPI NOR Flash

From 190 MHz OctoSPI Serial Flash

From 100 MHz OctoSPI Serial Flash

From 190 MHz OctoSPI Flash

From 100 MHz OctoSPI Flash

56 10]0 189 364

Megabytes/second Megabytes/second Megabytes/second Megabytes/second

Nonsequential read Sequential read

"l Theoretical XSPI: 800MB/S 20

life.augmented FMC: 400MB/S 16 Kbytes of data pass on sequential and nonsequential transfers




From 190 MHz HexaSPI RAM

142

MegaBytes/second

External serial memory performance
OctoSPI RAM & 16-bit serial PSRAM

From 190 MHz HexaSPI RAM

339

MegaBytes/second

Nonsequential Read sequential Read

Lys
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Theoretical

FMC: 400MB/S

XSPI: 800MB/S

In 16bit Serial DTR RAM

From/to 16 bit Serial DTR RAM
Test-&-set / Fetch-&-add / Compare-&-swap

From/to 8 bit serial DTR RAM(octo)
Test- &-set / Fetch- &-add / Compare- &-swap

138 162 578

MegaBytes/second MegaBytes/second MegaBytes/second

Sequential & R-M-W operations

Info

XSPI RAM requires cycles for command phase, address phase, dummy cycles.
After above cycles, the transmission can start.

16Kbytes of data pass on sequential and nonsequential transfers

32 bit XSPI FIFO.




Performance examples using MCE
Code execution from external memory & with data in D-TCM

Q‘/ Maintain high performance using hardware accelerated
v encryption and decryption of code & data

. : Execute: ext. 16-bit : Execute: ext. 16-bit FFT example FFT example
?gtgsgl Fl?SPhSég\?\AM;'OZO MHz DTR Execuct:g.cﬁ);t..glgtOSPl PSRAM ExecuCt:(.:he;tb('):('::toSPl PSRAM Execute: PSRAM/OctoFlash Execute: PSRAM/OctoFlash
12 - z : Cache: ON : Cache: OFF Cache: ON Cache: OFF

No Cipher vs Block AES/Noekeon 0-1% 0-1% 9-16% 15-22% 0-1% 12-27%
No Cipher vs Fast Block AES/Noekeon 0-1% 0-1% 9-16% 15-22% 0-1% 11-27%
No Cipher vs AES Stream 0% 0% 2.4% 3% 0-1% 1-5%

Note: % of impact

MCE Features MCE1 MCE2 & MCE3

Number of regions 4
Cipher engines AES Noekeon
Derive key functions Normal & Fast

r Master key 2
'l Encryption mode Block, fast block, stream Block & Fast block 22
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Graphics performance comparison

Load & Run vs execute in place

Y

<= __ Achieve low MCU load in any configuration

S

| Load&Run | XIP
MJPEG Video | MCU: 2-3%  FPS: 60 MCU:5-7%  EPS: 60 Execute In Place
Placement of TouchGFX firmware in external flash
overflow (texture mapping) | MCU: 6-7% FPS: 60 MCU: 12-14% FPS: 60 Assets in external flash
2D + alpha (main screen) | MCU: 2-4%  FPS: 60 MCU: 10-12% FPS: 60 Framebuffers in external RAM
MJEGP Video Coverflow (texture mapping) 2D + alpha blending

MCU: 00% FPS: 60

MCU: 00% FPS: 60 MCU: 00 FPS: 60

o7 Kys

&
STM32" STM3?2
H743 H750

ﬁ Resolution 800x480 Resolution 800x480 Resolution 800x480
23
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Maximize GUI performance




Smoother and richer graphics
with NeoChrom GPU

The NeoChrom GPU offloads the CPU from the graphic computations,
freeing up the memory and boosting performance.

NeoChrom
GPU

Fully supported by TouchGFX and partner GUI software

Mcu: 0% @ FPs: 60 [:_]

Chrom-ART

ST FACTORY DEMO

This is a text written in English (US)

English uses a latin-based alphabet and is written left-to-right

Merriweather

MCU: 009 FPS: 60

MCU: 00% FPS: 60

===

P R,
p P “J.
o
—
= o =
e d i I

Vector graphics (software) texture mapping color format conversion MJPEG videos

MCU: 00% FPS: 60

b 7 (V
{ !




<}
=
=
=

Alpha Blending

=
ﬂ%
&
=
=" |

MCU: 00% FPS: 60

MPU-like applications -

Fa A l et fhi .,,il,v‘ :';.'v'»:.‘::w: ‘ ;_‘1‘ Se il
kaik A s AN R

~ Watchvideonow!

Lys
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GUI application example

Moving bitmaps Bitmaps scaling/rotation MJPEG Video

Other tasks

Other tasks

Additional tasks
* USB comm

» Sensor fusion
* Ethernet

» Edge Al

_________________________________________________________________________________________________________

GFX

operations

CPU Load

GFX

operations

Min

External memory
usage

26



https://youtu.be/Ho_lXv0RQqo

Run GUI and other apps simultaneously I

’l 27
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https://www.youtube.com/watch?v=Ho_lXv0RQqo&list=TLPQMDkwNjIwMjS1ILjs9dwf-w&index=2

Ensure enough memory for framebuffers,
Stencil buffer, video buffer, and applications

Display resolution, color depth and framebuffer size

resolution—

Number of
pixels

QVGA
(320x240)

WQVGA
(480x272)

HVGA
(480x320)

VGA
(640x480)

WVGA
G TED)

SVGA XGA HD
(800x600)  (1024x768)  (1280x800)

‘(Kbytes) \

bpp |
8 (256 colors) 150

Lys
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16 (high color)
24 (true color)
32 (deep color)

300 510 600 1200 1500 1875 3072 8000
450 765 900 1800 2250 2812 3500 N/A
600 1020 1200 2400 3000 3750 N/A N/A

1x Stencil buffer (VG)

= 1 full framebuffer

— Your RAM density requirements
1x video buffer
= 1 full framebuffer
Other application needs

BPP: Bits Per Pixel

28



Advanced graphics with external RAM
STM32H7R7 with 16-bit serial RAM

!

TFT-LCD display
controller

Display
panel

Displays up to 10.1” - Approx. 800x480 / 1280x800

Quad/Octo
¢ ) SPI Flash
Assets

Reference

NeoChrom GPU
JPEG CODEC

e STM32H7S78-DK
+ 5" WSVGA, 800x480 display
* Preloaded TouchGFX demo
+ LQFP to BGA

16 bit serial
RAM

¢ . Hyper/PSRAM

Framebuffers

* TouchGFX Designer IE:;I4aKsi 6;(;:\;3
* Demo in full source
* TouchGFX Board setup
* Memory
* OctoSPI Flash

» Hexadeca SPI Serial RAM

STM32H7R7
600 MHz, Cortex® M7

29
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Advanced graphics with external RAM
STM32H7R7 with SDRAM

|

RGB interface

Displays up to 10.1” - Approx. 800x480 / 1280x800

Display
panel

TFT-LCD display Quad/Octo
controller ) SAPI Flatlsh
ssets

NeoChrom GPU
JPEG CODEC

16-32bit

@=m) SDRAM
Framebuffers
64KB 620 KB
Flash RAM

STM32H7R7
600 MHz, Cortex® M7

Parallel IF
16/24 bit

Lys
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Advanced graphics with external RAM
STM32H7R7 with 2xSerial Octo/Hyper/Xcella Memory

Displays up to 7” - Approx. 800x480/800x600

TFT LCD d pI QLEEHCED
SPI Flash

Assets

NeoChrom GPU
JPEG CODEC
8bit serial RAM

@==) Hyper/PSRAM
Framebuffers
64KB 620 KB
Flash RAM

STM32H7R7
600 MHz, Cortex® M7

Lys

life.augmented
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Entry graphics with Internal SRAM+QSPI
STM32H7R3 with parallel display

Displays up to 4.3” - Approx. 480x272

N Display
-— GRAM

FMC Parallel display
Chrom-ART
JPEG CODEC

64KB 620 KB

QuadSPI
Assets

Flash RAM

STM32H7R7
600 MHz, Cortex® M7

"l 32




Security

Ly
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Scalable security to boost your time to market

How many security building blocks do you need to reach your
security goals?

Choose between different security offers

From secure hardware to a full solution
owned & maintained by ST I "o

e — ———— —— — —

ife ’l 34


https://www.st.com/content/st_com/en/ecosystems/stm32trust/security-assurance.html?ecmp=tt36849_gl_link_jan2024

Stronger security

Robust hardware features and turnkey SoC software implementations

Memory protections Cryptography
against illegal access control for hardware robustness

OTP, HDP, WRP, MPU .
Ext. Flash Enc/Dec MCE Side channel AES, PKA STM32Trust RoT reference codes

Secure Debug, Active Tamper yp

SESIP3
Hardware Security robutness

Platform authentication Code isolation Secure firmware IP installation
during product lifecycle for runtime protection
2 boot stages 3 isolation stages XIP encrypted code
Protection level states 4 encrypted MCE domains o
Debug authentication Dedicated keystores Immutable Root of Trust psacertified

level three

target certifications

Ky 35
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https://www.st.com/content/st_com/en/ecosystems/stm32trust/security-assurance.html?ecmp=tt36849_gl_link_jan2024

External
Memory Flash / RAM

Scalable security to accelerate time to market

STM32H7R STM32H7S STM32H7S
OEM boot code Trust ROM code
LL]
Non-Privilege Non-Privilege Non-Privilege %
application application application 3
o
P
3]
c
. . q)
Privilege Privilege Privilege 3
application application application S
D
Boot OEM-iRoT ST-iRoT

Internal
memory

life.augmented

Secure Secure
hardware hardware

SESIP certification

runtime areas

Scalable configurations

Security for int./ext. memories

Supporting remote provisioning

Ready for device certification

36



Secure your production flow

STMSZ." . .
secure firmware install (SFI)

CubeProgrammer

Protect application firmware during the manufacturing stage

OEM premises

OEM Firmware Local PC

L=
/10—

Encrypted

Complete toolset to encrypt OEM
binaries with the

software

life.augmented

Firmware

HSM
Personalized HSM

&
- H5M

_
g ... [

l
ﬁﬂ

Securely flash the STM32 with

licenses from a

at the

Buiwwelboid Alun2as pus-01-pu3

programming partner location

Control the
programmed with the firmware




Accelerate your development with our
dedicated ecosystem




STM32Cube framework

Helping developers release their creativity

ARDUINO W 3 PROVENRUN

37 ¥ : y mbedde: r
STM3?2 \ >]KEIL ieldscale Ev,;;rdddd @ SE.‘EI Jsor‘y DSPJ))

Comprehensive offer helping you £l

accelerate your development

Focus on quality, compatibility, and
stability

Documentations, training and
worldwide support channels

AATAR @2, Law [\ emtion @WE STACKFORCEN A SRYX
w [z inaro

KUDELSKI

r —
m Witekio ggp Ao bootlin QuecT:E Qt ICTHINGS #
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STM32Cube framework — STM32H7RS support

Tools and software supporting you every step of your design journey

MCU, boards, Hardware and Code & Runtime

and software software Application development and debug
selection configuration

hardware
options
programming

application
monitoring

NUCLEO-H7S3L8 Ext mem. Management STM32Cube for STM32H7RS IDE hierarchical Internal and Typical support
STM32H7S78-DK Boot config based on classic core project support with external flash
middleware sub projects programming
Memory protection
management Ext memory management Boot chain support
middleware

X-CUBE-AZURE

Lys
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Development tools for STM32H7S lines

Jump-start your development with STM32H7S evaluation kits

Prototyping with STM32H7S Nucleo board
« 256 Mbit Octo-SPI NOR Flash
* Ethernet, USB,
« STLINK debugger, Arduino UNO extension interface

Feature-rich prototyping with STM32H7S discovery Kit
* 1 Gbit Octo-SPI NOR Flash, 256Mbit Octo-SPI PSRAM
« WVGATFT display, Ethernet, USB, microSD, audio, MEMS microphone
« STLINK debugger, Arduino UNO, and camera extension interfaces

Move from idea to implementation in no time
« STM32CubeMX assisted project start on STM32H7S Nucleo board
* Full project template with BSP and ready to call services
* Preconfigured STM32 clocks, pinout, and peripherals

; é.) ‘»',: = “O. ..
STM32H7S78-DK

*Recommended Resale Price (RRP)

41


https://www.st.com/en/evaluation-tools/nucleo-h7s3l8.html?ecmp=tt36849_gl_link_jan2024
https://www.st.com/en/evaluation-tools/stm32h7s78-dk.html?ecmp=tt36849_gl_link_jan2024

Simplified external memory-based development

STM32CubeMX assisted application project initialization with pinout,
clock tree, MCU peripherals and middleware configuration.

Application

External memory STM32CubeMX assisted creation of a memory loader tuned for your
loader selected external memory.

STM32CubeMX assisted creation of your boot project including access
management to your selected external memory with load-and-run or
execute-in-place boot options.

Ky ”
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- Simplified external memory-based development

Cube

STM32CubeMX assisted application project initialization with pinout,

Application clock tree, MCU peripheral and middleware configuration.
= S .
Tt Ui Leve DIKEL O

| T

d Tools by ARM  v/ig 5] Studio Code

Configure and Edit, build Application
generate code and debug s code 001
22 . 110
-:.... o et e 011

life.augmented



Simplified external memory-based development

External memory STM32CubeMX assisted creation of memory loader tuned for your
loader selected external memory.

Application
code

External Flash

STM32H7R

RAM
100

110
010

Boot Flash

life.augmented



Simplified external memory-based development

STM32CubeMX assisted creation of your boot project including access
management to your selected external memory with load-and-run or
execute-in-place boot options.

processing
s\'

’,'

STM32H7R External Flash

RAM Execute
in place

Boot Flash
110

100
010

life.augmented



Simplified external memory-based development

STM32CubeMX assisted creation of your boot project including access
management to your selected external memory with load-and-run or
execute-in-place boot options.

processing
s\'

’,'

STM32H7R External Flash

RAN 001

110 Load and run
011

Boot Flash
110

100
010

life.augmented



STM32CubeMX
Memory protection

Manage memory protections in a simpler way

File Window Help L Heto Herve @ n DY o -}—\: m

GENERATE CODE

Untitled - Tools >
Pinout & Configuration Clock Configuration Project Manager

i Memary viswed by ARM Cortax-M33

-a

« Creates memory regions and configures MCU e :
peripherals accordingly: S e
= Memory protection unit (MPU) registers s ST e 5

Display Settngs

Search an Application Region ? ORC00000CD

oxanoncacaREEENSd [ Hia security beside ragians namas
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« Initializes memory setting in the project Linker
Files.
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ERAMZ [3) (B4 KB}
ble ragan (M5C)

030040000
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User-friendly hardware and software tools
to simplify application development

STM32HSM :
STLINK portfolio S EAC el e EIIED Hardware security Thwc!-party
SW tool module programming systems

From prototyping to
mass production

STLINK-V3MINIE STLINK-V3PWR STM32CubeProg STM32HSM-V2 . SR—— Data i

=g Algocraft m &l

ST-LINK/V2 STLINK-V3SET e Ve DAAmAn  wmesverens [0
- =
:_’. Of’"f;/é‘/{//:" - RK-SYSIEM' Phyten SECURE
’ sTM32 I
STLINK-V3MODS CubeProgrammer Ve = L —

and expansion boards | | | e e -
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STM32CubeProgrammer software tool
CubeProgrammer

User-friendly tool compatible with multiple platforms

(Windows, Linux, macOS)

life.augmented

[i1] STM32CubeProgrammer E=8 Eoh =)
CilliéPrw;mmmur 29 D v x ‘1’
E Memory & File edition @ Connected
7] o STLINK direct support .
Address | 0x08000000 Sze | 0x400 Datawidth | 32-bit B m AutomatIC mOde
(JTAG, SWD)
Address 0 4 8 c AsCll ]
0x08000000 20000090  08001F02  OBOOLEES 08001EE7 ..
0x0B000010 00000000 00000000 00000000  00000OCD ..
0x08000020 00000000 00000000 00000000  OBOO1EER .. . . .
0x08000030 00000000 00000000 08001EED 0B001EEF . Opt|0n bytes Command Ilne |nterface
0x08000040 0800133F 08001387 08001473 08001493 FN Seeennnn
0x08000050 08001ACB 08001C30  0B001EAB 08001EB7 Eeivmeitane, & pl d f 1 t
0x08000060 00000000  OBOOLEF7 08001F35 08001F37 b5 T program uploa or Scrlp Ing
0x08000070 0B00IF39  0BOOIF3B 08001F3D  0B001F3F 9. ;... =...7...
0x08000080 08001F41  0B001F43 08001F45 08001F47  A...C...E...G..
0x08000030 00000000  0B00IF49  0B001F4B 08001F4D e KM
0x080000A0 08001F4F 08001F51 08001F53 08001F55 0...Q...5...U.. Internal / external ﬂaSh API DLL
L Verbosity level (@1 2 2 . . o
e AR S e . services for custom integration
g
11:08:48 : Reset mode : Hardware reset <§
11:08:48 : Device ID : Ox466
11:08:49 : UPLOADING OPTION BYTES DATA ...
11:08:49 : Bank : OxOf B
11:08:49 : Address : Ox40022020
11:08:49 : 5ize : 32 Bytes
11508549 ngulfes:soz:méwmuzzom 1
© [ s Bootloader interface support Trusted package creator
BEMNNEEN | 1]:08:49 : Size : 1024 Bytes .
@) i e (USB, UART, SPI, 12C, CAN) (secure programming)
Ml | 11:08:49 : Time elapsed during the read operation is: 00:00:00.009 2 2 2 Z
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suo® STM32Cube expansion
e cloud reference integrations

Easily connect your devices to main cloud service providers

4 v ( )

» Secure boot » Ethernet (available)

* Private key and secrets * Wi-Fi (roadmap)

storage in external flash

+ X509 certificate

. J
X-CUBE-AWS-H7S* =0 4 @

(" project

* TLS based secure
cloud connection

* MQTT-based secure _ _
communication * Quick connect script

» Secure firmware * Project example for easy

ﬁ update J reuse

life.augmented
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Useful links

PRODUCTS SOFTWARE DEMOS OTHER

STM32H7RS STM32H7RS
STM32H7R3/S3 STM32CubeH7RS TouchGEX GitHub

X-CUBE-AZRT-

STM32H/R7/S7  H7RS

STM32H/RS
STM32H/RS USB Security Wiki
apps manager Wiki

STM32H7RS X-CUBE-AWS-H7S

X-CUBE-AZURE-

HARDWARE 47

X-CUBE-PERF- External memory supported (list to be enhanced):
H/RS

YouTube playlist Blog article

NUCLEO-H/S3L8

STM32H7S78-DK . APMemory

|

51
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https://www.st.com/en/microcontrollers-microprocessors/stm32h7r3-7s3.html
https://www.st.com/en/microcontrollers-microprocessors/stm32h7r7-7s7.html
https://www.st.com/content/st_com/en/campaigns/stm32h7-secure-bootflash-graphic-mcu-z11.html
https://www.st.com/en/evaluation-tools/nucleo-h7s3l8.html
https://www.st.com/en/evaluation-tools/stm32h7s78-dk.html
https://www.st.com/en/embedded-software/stm32cubeh7rs.html
https://www.st.com/en/embedded-software/x-cube-aws-h7s.html
https://www.st.com/en/embedded-software/x-cube-azure-h7s.html
https://www.st.com/en/embedded-software/x-cube-azure-h7s.html
https://www.st.com/en/embedded-software/x-cube-azrt-h7rs.html
https://www.st.com/en/embedded-software/x-cube-azrt-h7rs.html
https://www.st.com/en/embedded-software/x-cube-perf-h7rs.html
https://www.st.com/en/embedded-software/x-cube-perf-h7rs.html
https://github.com/STMicroelectronics/STM32CubeH7RS
https://wiki.st.com/stm32mcu/wiki/Getting_started_with_External_memory_Manager_and_External_memory_loader
https://wiki.st.com/stm32mcu/wiki/Getting_started_with_External_memory_Manager_and_External_memory_loader
https://blog.st.com/stm32h7r-stm32h7s/
https://wiki.st.com/stm32mcu/wiki/Category:Security_with_STM32H7RS
https://wiki.st.com/stm32mcu/wiki/Category:Security_with_STM32H7RS
https://www.youtube.com/watch?v=Ho_lXv0RQqo&list=TLPQMDkwNjIwMjS1ILjs9dwf-w&index=2
https://www.youtube.com/watch?v=Ho_lXv0RQqo&list=TLPQMDkwNjIwMjS1ILjs9dwf-w&index=2
https://www.youtube.com/watch?v=qYx2ngj6yhs
https://www.youtube.com/watch?v=qYx2ngj6yhs
https://www.youtube.com/playlist?list=PLnMKNibPkDnEEBenkOkcJTWLfW1ep4r4s
https://www.youtube.com/watch?v=FpX9AdRocYQ
https://www.micron.com/content/dam/micron/global/public/products/other-documents/micron-stmicroelectronics-compatibility-guide.pdf
https://www.st.com/en/partner-products-and-services/issi-drams-flash-srams-memories.html
https://www.st.com/content/dam/PartnerProgram/Macronix/Macronix_STM32_%20compatibility%20v2021.1%20-%20released.pdf
https://www.st.com/en/partner-products-and-services/winbond-hyperrams.html
https://www.infineon.com/cms/en/partners/partner-ecosystems/memory-chipset-partners/chipset-partners/

STM32H7R/S USB features I

g— —

Y~B | SB PHY High Speed: 480 Mb/S I
s |

-

USB dual role data and power

*wgwwgmnvmlmtsmtmm ‘
s

USB Type-C® Power Delivery 3.1
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STM32H7S78-DK USB Dual-role data and power Demo I

Ky 53
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https://youtu.be/FpX9AdRocYQ?feature=shared

Demo — smart home application




Build MPU-like GUI applications for home automation
embedded world 2024

-

» Disp
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https://youtu.be/M1trrAEOzhU?feature=shared

HVAC Demo: Zigbee Applicative Gateway

BMEG80

Temp &hum
sensor

FAN

BMEG80

Temp &hum
sensor

Wired handler

Zigbee handler

: ¥ zigbee Zigbee
Zigbee 9 SR A validation cLl

receiver coord.
‘ + CLI

External FLASH

N

FAN STM32WB55 STM32WB55
STM32H7RS
Cloud Ul
. Ethernet RMII handler handler
External RAM

AWS loT Core

24-bit RGB IF I2C for capacitive touch

ﬁ | Eqm '3 WVGA TFT 56

p=fl) ¥ 4] DISPLAY
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X-CUBE-AWS-H7S: STM32H7S embedded software

extRAM
e Running the app. code
R/O app. data
ﬁ HexaSPI
544 Kbytes

Loaded by the IROT
at boot time

R/W app.
data

282 Kbytes
< OctoSPI >

_ m iRoT-managed
- encryption

STM32H7S

e Secure boot
e IP protection

9 Secure Key Storage Nonvolatile user data, Cloud e

life.augmented
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STM32H7S embedded software

extRAM

e Running the app. code
R/O app. data

IRAM ﬁ hexa-SPI
544 Kbytes Display FB
750 Kbytes x2
Loaded by the IROT

at boot time

R/W app.
data

343 Kbytes

< OctoSPI >

_ m iRoT-managed
e encryption

STM32H7S

@ 24 bits /1 Graphics bitmaps
6.5 Mbytes

G Secure boot

LCD 0 IP protection NervelEile UEs Cate: e 9
‘_I e Secure Key storage Cloud device identity DHUK-encrypted
, [ ]

life.augmented
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o AWS loT Core & Web Control Panel
L/

awg
‘ loT Core ‘%:_ IAM
Emj '
telemetry

AN N

o | Server with
Jacy . [ HTTP basic auth.
: loT shadow |
K — pummnas : | @ ) %
Y 7 : H H S
MQTT I olla :El ;II;IE I =" X C@

| ' S ’ ' Device gat Permissi HTTP e

loT MQTT protocol | Reported state Desired state | evice gateway ermissions ~
1

Long-term security
credential

Static web page
a" Open-Meteo

mini-css
weather-icons

H

MQTT

loT MQTT protocol
/ websocket

e
ho-

loT sensor |oT actuator

crypto-js core, hmac, sha256

« Get telemetry paho mqttws

‘ «—3°UFE - Control the device shadow J,TIS;T;
STM32H7S .
" FreeRTOS  Temperature Push weather forecast updates raphael o

. ™ & humidity sensor
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https://community.st.com/?ecmp=tt36849_gl_link_jan2024
http://www.twitter.com/ST_World
http://www.facebook.com/stm32
http://www.st.com/stm32h7?ecmp=tt36849_gl_link_jan2024
https://www.youtube.com/playlist?list=PLnMKNibPkDnEEBenkOkcJTWLfW1ep4r4s
https://wiki.st.com/stm32mcu?ecmp=tt36849_gl_link_jan2024
https://github.com/topics/stm32H7
https://blog.st.com/stm32h7r-stm32h7s/?ecmp=tt36849_gl_link_jan2024

Our technology
starts with You

4 ;@ Find out more at www.st.com/stm32h7rs

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.

All other product or service names are the property of their respective owners.
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