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STM32F107 In-Application Programming (IAP) over Ethernet

Introduction

This application note is intended for developers using the STM32F107 microcontroller. It
provides implementation solutions for In-Application Programming (IAP) using the
STM32F107 Ethernet communications interface.

Two possible solutions are provided on top of the LwIP TCP/IP stack:

® |AP using TFTP (Trivial File Transfer Protocol)

® |AP using HTTP (Hypertext Transfer Protocol)
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IAP overview

1.1

1.2

IAP overview

Theory of operation

In-Application Programming (IAP) is a means of upgrading firmware in the field using the
MCU communication interfaces like UART, USB, CAN, Ethernet,etc...

When you boot the microcontroller, you can choose to put it in IAP mode in order to execute
the IAP code or else, in normal mode, start to execute the application code. Both the IAP
code and the application code are reside in the embedded Flash memory of the
microcontroller. Usually the IAP code is stored in the first pages of the MCU Flash, and the
user application code occupies the remaining Flash area.

The IAP operation flow is described in the following figure:

Figure 1. IAP operation flow
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mode?

Execute application code

IAP initialization

Receive binary image and
program it into user Flash
area

IAP using the MCU’s Ethernet interface

When it is available, Ethernet is often the preferred interface for implementing IAP capability
in an embedded application. The advantages are:

® High speed communication interface (10/100Mbit/s)
® Remote programming through the network (LAN or WAN)

@ Standardized application protocols on top of the TCP/IP stack that can be used for
implementing the IAP like: FTP, TFTP, HTTR....
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Implementing IAP over Ethernet on the STM32F107

This application note describes two solutions that implement IAP for the STM32F107 using
the Ethernet communication peripheral:

® |AP using TFTP (Trivial File Transfer Protocol)
® |AP using HTTP (Hypertext Transfer Protocol)

Both solutions run on top of the LwlIP stack (v1.3.1) which is a light-weight implementation of
the TCP/IP protocol suite.

IAP method using TFTP

The IAP method using TFTP, is widely used in embedded applications that require a
firmware upgrade capability (for example in embedded Linux bootloaders).

TFTP is a simple file transfer protocol working on top of the UDP transport layer and it is
mainly intended to be used on a LAN environment. It is based on a client/server
architecture, where a client will request a file transfer (read or write operation) from a file
server.

In our case, a simple TFTP server is implemented on top of the LwIP stack, this server only
processes write requests coming from a PC TFTP client.

IAP method using HTTP

Firmware upgrade through HTTP protocol is less common than with TFTP, but it can be an
useful solution, when remote programming over the Internet is needed. In this case TCP
transport protocol is needed to ensure optimum operation.

HTTP which works on top of TCP, offers a way of sending a binary file from a web client
(example: Mozilla Firefox or Microsoft Internet Explorer) using HTML Forms, it is called
HTTP File-upload (RFC 1867).

The next sections of this document, give more details about the implementation of both IAP
methods and an explanation of how to use the software.
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2.1

IAP using TFTP

TFTP overview

Trivial File Transfer Protocol (TFTP) is a simple file transfer protocol, working on top of UDP.

A file transfer is initiated from a TFTP client which sends a Read or Write request to a TFTP

server.

When the server acknowledges the request, file data transfers start. The data is sent in fixed
size blocks (for example in blocks of 512 bytes).

Each transferred data block must be acknowledged by the recepient, before the next block
can be sent. The acknowledge mechanism is based on the block humber sent with each

data block.

A data block with less than the fixed block size indicates the termination of the file transfer.

Figure 2 describes the format of the various TFTP packets:

Figure 2. TFTP packets

2 bytes String 1 byte String 1 byte
RRQ/WRQ packet Opcode File name 0 Mode 0
2 bytes 2 bytes n bytes
Data paCKet Opcode| Block# Data
2 bytes 2 bytes
ACK packet Opcode | Block#
2 bytes 2 bytes String 1 byte
Error packet Opcode| £ Error 0
code message
The TFTP opcodes are listed in Table 1.
Table 1. TFTP opcodes
Opcode Operation
0x1 Read request (RRQ)
0x2 Write request (WRQ)
0x3 Data
0x4 Acknowledgment (ACK)
0x5 Error
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Implementing IAP for the STM32F107 using TFTP

This IAP implementation consists of a basic TFTP server on top of the LwIP TCP/IP stack.
This server responds to file WRITE requests received from a remote TFTP client (PC).
TFTP READ requests are ignored.

Instead of writing received files to a filesystem which is normally what TFTP is used for, the
server writes the received data blocks into the MCU Flash (in the user Flash area).

In this implementation, the data block size is fixed to 512 bytes.

The following flowchart gives an overview of the IAP operation using TFTP.
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IAP using TFTP

Flowchart of IAP using TFTP

( Enter IAP mode )

TFTP server initialization

TFTP Write
request ?

Erase the total user Flash area

Send Ack

Data packet
Received?

Write Data block to Flash

v A
Send Ack

|

Last data Packet No

(size<512bytes)
?

End of file transfer

Doc ID 17570 Rev 1

7/18




IAP using TFTP

AN3226

2.3

8/18

Using the software

In order to test the IAP through TFTP, please ensure you follow these steps:

1.
2.

10.
11.
12.

Be sure of the correct jumper settings in the STM3210C_EVAL board (see Table 2).
In the main.h file, uncomment the option “USE_IAP_TFTP”. Also, depending on your
needs, you can uncomment/comment other options like “USE_DHCP” or “USE_LCD”.

Recompile the software. Using the generated map file, be sure that there is no overlap
between the IAP code area (starting from address 0x0) and the user Flash area
starting from address: USER_FLASH_FIRST_PAGE_ADDRESS (defined in main.h).
Program the software in the STM32 Flash and run it.

To enter IAP mode, press and then release the Reset button while keeping the Key
button pressed.

If “USE_LCD” is defined in main.h file then, the LCD screen displays a message
indicating that IAP mode has been entered. Also if DHCP is used (USE_DHCP defined
in main.h), a message is displayed on the LCD screen indicating the success or failure
of DHCP IP address allocation.

After IP address assignment (either static or dynamic address), the user can start the
IAP process.

On the PC side open the TFTP client (for example TFTPD32), and configure the TFTP
server address (host address in TFTPD32).

Browse for a binary image to load in the STM32 Flash (two binary images are provided
as examples in the /project/binary folder).

Start a file write request by clicking the “Put” button in the TFTPD32 utility.
When USE_LCD is enabled, the progress of the IAP operation is shown on the LCD.

At the end of IAP operation, you can reset the evaluation board and run the application
that you have just programmed in the STM32 Flash.

Figure 4. TFTPD32 dialog box
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3.1

Note:

IAP using HTTP

HTTP file upload overview

File upload using HTTP is defined in RFC1867. This method of uploading files is based on
HTML forms. To send raw binary data, the HTML POST method is used instead of the GET.

The following is an example of HTML code for implementing form-based file upload:

<form action ="/upload.cgi" enctype="multipart/form-data" method="post">
<p>Please specify a binary file to upload into STM32F107 flash:
<br>
<input type="file" name="datafile" size="40">
</p>
<div>
<input type="submit" value="Upload">
</div></form>

Figure 5. Browser view of the file upload HTML form

E |_] STM3IZF107 IAP using HTTP -+ J

Fleaze specif_y a binaijf file to uplo ad mto STHE2F 107 flash: g

: Browse.. '

The user can browse to select a binary file to upload, and then press the upload button to
send it.

Depending on the file size, the data is sent in consecutive TCP segments to the webserver.

Before sending the file data, the webclient send HTTP header data containing information
such as the file name, the content length, efc... some of which must be parsed by the
webserver.

Different webclients do not always have the same HTTP header format. Figure 6 shows
Internet Explorer HTTP header formatting for the POST request. Figure 7 shows the Mozilla
Firefox HTTP header formatting.

The http webserver must handle these different formats.
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Figure 6. IE6 HTTP header format

-l Hypertext Transfer Protocol

FH PosT Aupload. cgi HTTRAL. 1hrhn
Accept: image/gif, imagesx-xbitmap, imagesjpeq, imagespipeq. ag
referer: http:///1592.168.100. % /'checklogin. cgitryn
ACcept-Language: en-usyrin
Content-Type: multipartform-data; boundary=—---——--——-—-———————-
Accept-Encoding: gzip, deflatesrwn
User-aAgent: MozillasM.0 Ccompatible; MSIE 6.0; windows NT 5.1;
Host: 192.168.100.9%r%nN

B Content-Length: 1917%r%n

[Content Tength: 1917]

Connection: Keep-aliveirin
Cache-Control: no-cachersn

YN

Figure 7. Mozilla Firefox HTTP header format

= Hypertext Transfer Protocol
F POST Aupload. cgl HTTRAL.1%wrn
Host: 192.168.100.%%r%h0
User-agent: Mozi11ays5.0 (windows; U; windows NT 5.1; en-uUs; rw
Accept: text/html, application<html+xml, applicationsxml;g=0.9, 9
Accept-Language: en-us,en;g=0. 5hrin
Accept-Encoding: gzip,deflatesrin
Accept-charset: IS0-8859-1,utf-8;g=0.7,%;g=0_7%rn
kKeep-alive: 115%r%n
Connection: keep-alivehrin
Referer: http: /15%2.168.100.%/checklogin. cgixrin
Content-Type: multipart/form-data; boundary=-—-—-————————————————1
E Content-Length: 1903%r%n
[Content Tlength: 1903]
RNl
= MIME Multipart Media Encapsulation, Type: multipartsform-data, Bg
[Type: multipartyform-data]
First boundary: —-—-——————————— A1184A7E334M% ™ N
= Encapsulated multipart part: (application/octet-stream)
Content-Disposition: fnrm—data;|name=“datafi1e“; filenama="5y
Content-Type: application/octet-streamsrinsrin
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3.2

Note:

Note:

1

1

Implementing IAP using HTTP on the STM32F107

This IAP implementation consists of a simple HTTP webserver on top of the LwIP stack.

When typing the STM32 IP address on a browser, a login webpage is shown as in Figure 8.
The aim of this login webpage is to restrict access to the IAP file upload only to authorized
users.

Figure 8. Login webpage

.| | '| STM32F107 IAP using HTTP

Login

. Enter user_]I'.l mthassmmrﬂ:
' User I Password

The user has to enter a correct userlD and password (pre-defined in main.h file) and click
the Login button. A file upload webpage is then loaded (see Figure 5).

The default userlD is: “user “and password is “stm32”.
If the userID or password is incorrect, the login webpage will be reloaded.

After a successful login, you can browse to select the binary file to be loaded into STM32
Flash.

It is up to the user to ensure that the binary file size does not exceed the total size of the
STMS32 user Flash area.

When clicking the Upload button (see Figure 5), a POST request is sent to the server. At this
moment the server starts erasing all the user Flash area and waits for the binary file raw
data. The received data will be then written into the user Flash area.

Please note that the total length of the data to be received is extracted from the HTTP
header data sent at the beginning of the transfer.

At the end of IAP operation, a webpage is loaded to indicate the success of IAP operation, It
displays a button which allows you to reset the MCU.

Figure 9. File Upload Done webpage

|| STM32 IAP using HTTP

. File TUpload Donel :

' Reset BCLU

The following flowchart summarizes the IAP method using HTTP.
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Figure 10.

Flowchart of IAP using HTTP
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3.3 Using the software

In order to test the IAP using HTTP, please follow these steps

1. Be sure of the correct jumper settings in the STM3210C_EVAL board (see Table 2).

2. Inthe main.h file, uncomment option “USE_IAP_HTTP”, also depending on your needs
you can uncomment/comment other options like “USE_DHCP” or “USE_LCD”.

3. Recompile the software. Using the generated map file, be sure that there is no overlap
between the IAP code area (starting from address 0x0) and the user Flash area
starting from address: USER FLASH FIRST PAGE ADDRESS (definedin main.h).

4. Program the software into STM32 Flash and run it.

5. To enter IAP mode, press then release the Reset button while keeping the Key button
pressed.

6. If “USE_LCD” is defined in main.h file then, the LCD screen displays a message
indicating that IAP mode has been entered. Also in the case of using DHCP
(USE_DHCP defined in main.h), a message is displayed on the LCD screen indicating
the success or failure of DHCP IP address allocation.

7. After IP address assignment (either static or dynamic address), the user can start the
IAP process.

8. Open a webclient (Mozilla Firefox or Microsoft Internet Explorer) and enter the STM32
IP address.

9. Alogin webpage will be shown. In the UserID field enter “user” and in the Password
field enter “stm32” then press the Login button.

10. The fileupload.html webpage is then loaded. Browse for a binary image to be loaded
into STM32 Flash then press the Upload button in order to start the IAP process.

11. When USE_LCD is enabled, the progress of the IAP operation is shown on LCD.

12. Atthe end of the IAP operation, a new webpage is loaded indicating the success of the
file upload operation.

13. You can press the “RESET MCU” button to reset the MCU and run the application that
you have just programmed in the STM32 Flash.

Note: Please note that the software was tested with the following webclients: MSIE6, MSIE8 and

Mozilla Firefox 3.6.

3.4 Known limitations
3.4.1 Extra bytes added to binary file

A random boundary tag (no larger than 72 bytes according to RFC 1521) is added to the
end of the uploaded binary file by the internet browser (MSIE or Mozilla Firefox). In the
current version of the IAP software, this boundary tag is not removed and is stored in the
Flash if sufficient space is available. If space is not sufficient, any extra byte is simply not
written in the Flash and no error is returned.
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Environment

MAC and IP address settings

The MAC and IP address setting is done in file main.h.
The default MAC address is fixed to : 00:00:00:00:00:02

The IP address can be set either as a static address or as a dynamic address, assigned by
a DHCP server. The default static IP address is: 192.168.0.10

You can select DHCP mode by enabling USE_DHCP in main.h file.

Note that if you choose to configure the IP address by DHCP and the application does not
find a DHCP server on the network to which it is already connected, the IP address is then
automatically set to the static address (192.168.0.10).

Jumper settings on the STM3210C_EVAL board

In order to run the software, you need to configure the STM3210C_EVAL board as shown in
the following table.

You need to select between MIlI and RMII configuration in the stm32f107.c file.

For example, to select the RMII mode:
//#define MII_MODE
#define RMII_MODE

For MIl mode, the PHY clock is taken from the external crystal, while for RMIl mode, the
clock is provided by the STM32 via the MCO pin.

Table 2. Jumper configurations

Jumper MIl mode configuration RMII mode configuration

JP2 Not connected Connected

JP3 2-3 1-2

JP4 1-2 2-3

JP11 2-3

JP12 23

JP13 2-3

JP14 1-2
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4.3 Software file organization
The project source files are described in the following table:
Table 3. File organization
File name Description
main.c Main application file
main.h Main configuration file
httpserver.c /.h HTTP server implementation
tftpserver.c /.h TFTP server implementation
flash_if.c /.h High level flash access functions
netconf.c /.h High level ethernet interface functions
stm32f107.c /.h STM32F107C_Eval board bsp functions
stm32f10x_it.c /.h Interrupt handler
fsdata.c HTML files as a ROM filesystem
Iwipopts.h LwlIP configuratiion options
Note: The table does not show the files used from the standard firmware library and the LwIP
stack.
4.4 Code size measurements
The following table gives some code size measurements made with different configuration
options in main.h file.
Table 4. Code size Vs Configuration options
Code size (bytes) USE_IAP_TFTP | USE_IAP_HTTP USE_LCD USE_DHCP
12588 X
25504 X
23532 X X X
36128 X X X
Note: The software is compiled using IAR EWARM v5.41, with high optimization for code size.
4.5 Building an image for IAP

In order to build an image for IAP (to be loaded using the IAP software), please ensure that:
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1. The vector table start address is configured as the start address of the user Flash area.
You can do this using the std library function: NVIC SetVectorTable

2. The software is compiled/linked to run starting from the start address of the user Flash
area.

3. The compiled software size does not exceed the total user Flash area

For your reference, a software example is included in AN2557: "STM32F 10xxx in-
application programming using the USART".
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Revision history

Table 5. Document revision history
Date Revision Changes
26-Jul-2010 1 Initial release.
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