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Application note

Getting started with STM32 MCU's and Arm®TrustZone® development

Introduction
This document aims to provide guidelines using the EWARM and MDKARM software tool-chains on STM32L5, STM32U3, and
STM32U5 series microcontrollers.

This application note provides a basis for building and debugging secure and nonsecure applications for devices based on Arm®
Cortex®-M33 (Armv8-M architecture).

This document first gives an overview of the Arm® Cortex®-M33 and the TrustZone® concept.

This application note then describes the way of use EWARM and MDKARM with STM32L5, STM32U3, and STM32U5 series
microcontrollers when the TrustZone® is enabled through TZEN option bit.
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1 General information

This document applies to the STM32L5, STM32U3, and STM32US5 series single-core Arm®Cortex®-M33 based
microcontrollers with Arm®TrustZone®.

Note: Arm and TrustZone are registered trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

arm

Reference documents

1] RMO0438 Reference manual STM32L552xx and STM32L562xx advanced Arm®-based 32-bit

MCUs
[2] RMO0456 Reference manual STM32U5 Series Arm®-based 32-bit MCUs
[3] RM0487 Reference manual STM32U3 Series Arm®-based 32-bit MCUs
[4] Reference Manual Armv8-M Architecture Reference Manual available from the Arm® web site.
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2 Arm® Cortex®-M33 core overview

The Arm® Cortex®-M33 is the first full-feature implementation of Armv8-M with TrustZone® secure technology and
digital signal processing functionality. The processor supports a large number of flexible configuration options to
facilitate the deployment of a wide range of applications, and offers a dedicated co-processor interface for
accelerating frequently used compute intensive operations. The Cortex®-M33 delivers an optimized balance
between performance, power, security, and productivity.
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3 TrustZone® concept of the Armv8-M
The Cortex®-M33 processor with TrustZone® has two security states (see Figure 1) and a number of associated
features:
. secure state
. nonsecure state
. four stacks and four stack pointer registers
. hardware stack-limit checking
. support for programmable MPU-like security attribution unit (SAU)
. interface for system security notification
. visibility of secure code from a nonsecure (NS) domain restricted to predefined entry points
. exception hardware automatically saves and clears secure register states when switching to nonsecure
. extensive banking of interrupt or exception control, SysTick
. memory protection unit for each of the secure and nonsecure parts.

Figure 1. Security state in Armv8-M

Non Trusted Trusted

Handler Non secure secure
Mode Handler Handler

Mode Mode

ey Non secure secure

Mode Thread Thread

Mode Mode

Armv7-M Armv8-M
Note: When the TrustZone® is enabled, by default the system starts up in the secure state.
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4 SAU / IDAU - TrustZone® concept

TrustZone® security is activated by the TZEN option bit in the FLASH_OPTR register. When the TrustZone® is
enabled, the security attribution unit (SAU) and implementation defined attribution unit (IDAU) define the access
permissions based on secure and nonsecure states.

. IDAU: provides a first memory partition as secure or, nonsecure callable attributes. The IDAU memory map
partition is not configurable and is fixed by hardware implementation.

. SAU: eight regions, used to overwrite IDAU in order to set secure areas and confirm nonsecure ones.

. The security state is selected based firstly on the IDAU security attribute, then combined with SAU security
attribution. The resulting security attribution is the highest security setting of either IDAU and SAU.

. The "secure" security attribution priority has the highest secure priority, then nonsecure callable has a lower

secure priority and nonsecure has the lowest secure priority. Any undefined region is secure by default
When the TrustZone® security is activated, the default security state is, for:

. The CPU: the Cortex®-M33 is in secure state after reset. The boot address must be in a secure address.

. The memory map: SAU is fully secure after reset. The whole memory map is fully secure. Up to eight SAU
configurable regions are available for security attributions.

. Flash memory:
- Flash security area is defined by watermark user options. All flash is fully secure.

- Flash block based features are nonsecure after reset. Even if all the flash memory is nonsecure
through IDAU/SAU and through the flash secure watermark option bytes, it is possible to configure
volatile secure areas using the flash memory block based feature: any page is programmable on the
fly as secure mode, using the flash interface block based configuration registers.

- SRAM: all the SRAM is secure after reset. memory protection block based controller (MPCBB) is

secure.
. Nonsecure memory view is identical to other Cortex®-M cores.
. The secure memory space is divided into two memory types:

- Secure: containing secure program code and data, such as stack and heap.

- Nonsecure callable (NSC): contains entry functions (for example entry points for APIs), this is to
prevent nonsecure application from branching into invalid entry points.
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5 Debugging modes

5.1 Invasive debug

Invasive debug is defined as a debug process where the user controls and observes the processor activity. Most
debug features are considered as invasive debug as they enable the user to halt the processor and modify its
state.

DBGEN and SPIDEN controls have invasive debug permissions.

5.2 Non-invasive debug

Non-invasive debug is defined as a debug process where the user observes the processor but does not control it.
The Embedded Trace Macrocell™ (ETM) interface and the performance monitor registers are features of non-
invasive debug.

NIDEN and SPNIDEN controls both have non-invasive debug permissions. Non-invasive debug is always
permitted when invasive debug is permitted.
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6 Debug access

6.1 Secure debug access

Secure debug access offers full visibility on all instruction execution, across all memory regions, and device
peripherals. It allows the tracing and debugging of the secure and the nonsecure software running on the target.

Debugging of secure firmware is only available in this mode.
Code running in secure state has access to both secure and nonsecure information.

6.2 Nonsecure debug access

The nonsecure debug view protects the secure memory and peripherals. These are invisible to the debugger in
nonsecure mode. Debug and trace capabilities are limited to nonsecure system resources.

AN5421 - Rev 6 page 7/49



‘_ AN5421
,l Flash memory protection

7 Flash memory protection
71 Readout protection level when TrustZone® is disabled
There are three readout protection levels as listed below:
. Level 0: all read/program/erase operations to and from the user Flash memory are allowed.
. Level 1: the Flash memory content is protected against debugger and potential malicious code stored in
RAM.
. Level 2: all debug features are disabled, the boot from SRAM and from system memory are no longer
available.
7.2 RDP level transition scheme when TrustZone® is disabled

The RDP level transition scheme when TZEN is cleared is illustrated in Figure 2.

Figure 2. RDP level transition scheme when TrustZone® is disabled (TZEN = 0)
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RDP /= 0XAA and
RDP /= 0xCC
Write
RDP = 0xCC Level 1 Write

RDP = 0xAA
Mass erase

RDP # OxAA
RDP # 0xCC

Level 2
RDP = 0xCC

Write
RDP = 0xCC

RDP increase + option bytes modification

Write
RDP = 0xAA

RDP regression

RDP unchanged.

RDP unchanged. Only SWAP_BANK option bit can be
modified.

7.3 Readout protection level when TrustZone® is enabled

In addition to the RDP levels mentioned previously is set, there is a new RDP level named 0.5 that allows the
following features:

. All read and write operations to / from the nonsecure flash memory are possible. The debug access to
secure area is prohibited. Debug access to nonsecure area remains possible.
. Nonsecure debug mode: nonsecure debug is possible when the CPU is in nonsecure state.
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74 RDP level transition scheme when TrustZone® is enabled
The RDP level transition scheme when TZEN is set is illustrated in Figure 3.

Figure 3. RDP level transition scheme when TrustZone® is disabled (TZEN = 1)

Wit O Write
rie RDP /= 0XAA, 0x55 And 0xCC
RDP = 0xCC (_[Levell 1
RDP # OxAA
[ RDP # 0x55
r ==\ RDP # 0xCC Write
RDP = 0xAA
Mass erase
- Level 0.5
RDP = 0x55
Level 2 Level 0
RDP = 0xCC RDP = OxAA
Write Write
RDP = 0xCC RDP = 0xAA
e RDP increase + option bytes modification. RDP unchanged. Only SWAP_BANK option bit
. can be modified. -
e RDP regression. Full mass erase (secure and non-secure).

em—emm—e»  RDP regression. Partial mass erase (non-secure only) RDP unchanged.

Note: RDP regression is only available through the debug interface or the system bootloader.
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8 Starting with secure/nonsecure project

EWARM and MDK-ARM provide very similar approaches to support STM32L5, STM32U3, and STM32U5 series
microcontrollers. It is done using two separate projects: secure and nonsecure.

. Section 9 provides the MDK-ARM project instructions.
. Section 10 provides the instructions for EWARM.
. Section 11 provides the instructions for the CubelDE.

Each section provides step by step instructions explaining the project setup of the secure and nonsecure parts
using STM32L5/U5 series microcontrollers.
To begin with, use a template from STM32CubelL5 package (STM32Cube_FW_L5) that is composed from two

sub-projects: one for the secure application part and the other for the nonsecure application part.

Before starting, the option bytes must be set using the STM32CubeProgrammer as detailed in the project
readme.txt . This tool is available for download from www.st.com and illustrated in Figure 4.

[ sTM32CubeProgrammer

AL
GubeProgrammer
Option bvtes
TZEN

s I

Figure 4. Configuration of option bytes using STM32CubeProgrammer

HDPLEN

HDPL_PEND

B

HDP2EN

HDP2_PEND

NSBOQTADDO

NSBOOTADDL

SECEOOTADDO

BOOT_LOCK

e

Mame

SECWML_PSTRT

SECWM1_PEND

MName

SECWM2_PSTRT

SECWM2_PEND

Value| 0x0

Value| 0x0

Value| 0x10000

Value| 0xL77200

Value| 0x18000

Value| 0x0

Value| 0x7f

Value| OxL

Value| 0x0

Address| 0x8000000
@]

Address| 0x8000000
Address| 0x8000000

Address| 0xb90000

Address| 0xc000000

Value

Address| 0x8000000

Address| 0x803{800

Value

Address| 0x8040800

Address| 0x8040000

Unchecked : Global TrustZone security disabled
Che | TrustZone security enabled

Hide nable

Unchecked : No HDP area 1
Checked  : HDP first area is enabled

End page of first hide protection ares
Hide protection second area enable
Unchecked : No HDP area 2

Checked  : HDP second area s enabled
End page of second hide protection area
Non-secure Boot base address 0

Non-secure Boot base address 1

Secure boot base address 0

The boot is always forced to base address value programmed in SECBOOTADDO

Unchecked : Baot based on the pad/option bit configuration
Checked : Boot forced from base address memory

Start page o first secure area

End page of first secure area

Start page of second secure area

End page of second secure area

- X

O v = &y

Not connected

ST-LINK -

(LS 003500152137511523333629
B

Description

Verbosity level @1 2

16:09:19 : ST-LINK SN : 003500163137511533333639
16:09:19 : ST-LINK FW_: V31312

D | 16:09:16 : OPTION BYTE PROGRAMMING VERIFICATION:

ST-
U

bled

~ |2

Dis

r

Firmware upgrade
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9 Using MDK-ARM for Cortex®-M33 with Trust Zone

The latest version of MDK-ARM (Keil®) is available for download from the official Arm® Keil® web site. MDK-ARM
(Keil®) is installed by default in the "C:\Keil" directory on the PC local hard disk, the installer creates a start menu
uVision® 5 shortcut.

The MDK-ARM v5.27.0.0 and STM32L562-DK disco board are used for this section.

9.1 Secure project settings
This section outlines the secure project settings.

1. Open the multi-projects workspace file: “Project.uvmpw” that allows the user to work on both projects at the
same time. The open project appears in the project explorer as illustrated in Figure 5.

Figure 5. MDK-ARM project structure

Project a B
= WorkSpace
= Cﬁ Project: Project_s

- STM32L562E-DK s
[ Doc
) Drivers/B5P/5TM32L562E-Discovery
53 Drivers/B5P/Components
[0 Drivers/STM32L 50 HAL_Driver
J Drivers/CMSIS
[J Example/MDK-ARM
[0 Example/User

=% Project: Project_ns

=45 STM32L562E-DK_ns
J Doc
J Drivers/BSP/Components
[J Drivers/BSP/STM32L562E-Discovery
[ Drivers/STM32L 50 HAL Driver
[J Drivers/CMSIS
1 Example/MDK-ARM
[ Example/User

2. Set project_s as active project, see Figure 6.

Figure 6. Secure project selection

Project o g
= Zd WorkSpace

% Project: Project_s

“ Project: Project_ns Set as Active Project
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3. Select the correct device by opening the configuration window and selecting: Project / Options for Target /
Device then select the device from the list (see Figure 7).

Figure 7. Device selection

Opticns for Target 'STM32L562E-DK_s' >
Device | Target I Output I Listing I User I C/C++ {H.CG}I Asm I Linker I Debug | Lttilities I
ISu:lf'tware Packs ;I
Wendor: STMicroelectronics Software Pack
Device: STM32L5627ETx Pack: IKHI.STMSZL&&_DFP.'I.D.E
Toolset: ARM URL:  hitp.//www keil .com/pack
Search: I
8 STM32L5620EKK :I The ARM Cortex-M33 is the most configurable of all Cortex-M
processors. It is a full featured microcontroller
&3 STM32L5620EhQ class processor based on the ARMvE-M mainline
- H1 STM32L562RETx architecture with ARM TrustZone security.
8 STM32L562VETx
B STM32L562VETXQ
8=l STM32L5627ETx
H3 STM32L5627ET0
J | o

QK I Cancel Defaults Help
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4. From Project / Options for Target / Target / Code Generation section, select the "Software Model" as
"Secure". Ensure the right memory area is selected. See Figure 8:

- Secure Boot address : Flash at 0x0C000000 : secure Flash
- Secure Boot address: SRAM1 at 0x30000000: secure SRAM

Figure 8. Project_s target options

Options for Target 'Project_s' *
Device larget |Dutpm I Listing I ser I C/C+ {ﬁ.C'E]I Asm I Unkerl Debug I Lkilities I
STMicroelectronics STM32L5527E-Q - Code Generation =
ARM Compiler: Ve 11 -
¥tal (MHz): Iuﬂ
Software Model: ISecure Mode vl
Operating system:  |Mone j
System Viewer File: ¥ Usze MicroLIB [~ Big Endian
ISTMEELE@(E.SVI:I J Floating Point Hardware: ISingIe Precision LI
[ Use Custom File
— Read/Only Memary Areas — ReadWrite Memory Areas
default  off-chip Start Size Startup default off-chip Start Size Mo Init
™ RoM: | | C ™ RamI: | | r
~  Romz: | | c I~ RAM2 | | r
I ROM3: | | C ™ RAM3: | | r
on-chip on-chip
|_ IROM1: (e 8040000 (40000 s |_ IRAMI: O 20013000 18000 |_
¥  IROMZ: I[b:CDDDDDD I{b:-iDDDD i v  IRAMZ: I{b:BDDDDDDD (b 18000 r
QK Cancel

l | Defauts | Help
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5. Ensure that the secure nonsecure callable functions (NSC) object file “secure_nsclib.o” is defined in Project /

Options for Target / Linker under Misc Controls section.
Use the [--import cmse 1lib out ..\lib\nsclib_ Secure.o] command to create the output library:

nsclib Secure.o.
This file, automatically generated during the build of the secure project, contains all the nonsecure callable
functions declared with the prefix:  attribute ((cmse nonsecure entry)).

See Figure 9.

Figure 9. Project_s Linker configuration

B Options for Target 'Project_s >

Device I Target I Output I Listing I User I C/C++ {P;C'Ei_‘ll Asm  Linker | Debug | L.ltil'rtiesl

[~ Use Memary Layout from Target Dialog ¥/0 Base: I
[~ Make RW Sections Position Independent R/O Base: I{hﬂ:ﬂm
[~ Make RO Sections Position Independert R Base Imm

[ Dont Search Standard Libraries
v Report might fail' Conditions as Emors

dizable WYWamings: I

Scatter | \Project_s sct - Edit
Fle | =l - -

Misc —import_cmse_lib_out=". \Secure_nsclib*secure_nsclib.o
controls
Linker |-cpu —Cortex-M33 " 0 I’
cortrol  |[Hibrary_type=microlib —strict —scatter " \Project_s.sct”
string W
ol Cancel Defaults Help

Under scatter file section, check that this file contains the correct addresses as illustrated in Figure 9.
This file is used by the Linker and determine how the memory layout is organized. A sample of a scatter file is

given in Figure 10.
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Figure 10. Scatter file sample

_'|_ : R R R R R R R R R R R R R R R R R R R R R Rl R R R
2 #% Scatter-Loading Description File generated by uVision #**%
3 nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
4

L] LR TROMZ 0xOCOOQOQO00 000040000 { 7 load region =size region
[ ER TROM2 0x0OCOO0Q0000 OxO0O003EOCOD { ; load address = execution address
7 *.0 (RESET, +First)

8 * (InRootS$S5Sections)

9 JANY  [(+RO)

10 JANY (+XO)

11 }

12 RW_IRAMZ 0x30000000 Ox00018000 { ; EW data

13 JANY (+RW O +ZI)

14 }

L

16

17 LE TROM3 Ox0CO3EQOO Ox00002000 { ¢ load region =size region
18 ER TROM3 O0xOCO3E0QO00 Ox00002000 { ; load address = execution address
15 * (VeneerSSCMSE) ; check with partition.h
20 }

21 }

22

6. Select "ST-LINK Deb ugger" as the debugger from: Project / Options for Target / Debug. See Figure 11.

Figure 11. Target options debug
‘sm | Linker Debug | Utiities |

(% Use: |ST-Link Debugger || Settings |

If "ST-LINK Debugger" does not appear in the list:
a. Go to C:\Keil install directory
b. Open TOOLS.INI file and apply the following changes:

i. Look for [ARMADS]:
All Armv8M based devices requires the processor SARMV8M.DLL. The TOOLS.INI file contains
CPUDLL3 = SARMV8M.DLL (TDRV2, TDRV13, TDRV14, TDRV15, TDRV16).
The ST-Link driver is registered as TDRV® in this example and could vary depending on the project:
TDRV6=STLink\ST-LINKIII-KEIL_SWO.dIl ("ST-Link Debugger").

ii. Add the TDRVG6 to the listin CPUDLL3= SARMV8M.DLL:CPUDLL3 = SARMV8M.DLL (TDRV2,
TDRV6, TDRV13, TDRV14, TDRV15, TDRV16).

AN5421 - Rev 6 page 15/49



AN5421

‘ , l Using MDK-ARM for Cortex®-M33 with Trust Zone

7. From "Debug" settings tab, ensure the debugger is connected as illustrated in Figure 12.

Figure 12. Debug configuration

Cortex-M Target Driver Setup >
Debug ITrace I Flash Downloadl
— Debug Adapter —SW Device
— IDCODE | Device Name | tove
SWDIO | (wOBE12477 ARM CoreSight SW-DP Up |
D
Serial Number: ﬂl
I D02AIASIZ7S11 9 & Automatic Detection ID CODE: I
Wersion: HW: IVB FW: IVB-JSME = Manual Configuration Device Mame: I

Add | Delete | Updatel IR len: I AP ID

I Check version on start

— Target Com
F"ort:ISW "l
Clock
’;eq:l 1.800 MHz Seleded:l 1 MHz

Performance Profile: IHigh Perf LI
— Debug
Connect & Reset Options Cache Options Download Options
Connect: |unde.- Reset v | Reset: |m°de¢m | [V Cache Code [~ Verfy Code Download
¥ Reset after Connect [~ Stop after Resst ¥ Cache Memory [~ Download to Flash

ITI Cancel Apply

From the "Flash Download" tab, select the correct Flash-loader (see Figure 13):

"Download Function": sets the Flash operations.

RAM for algorithm: defines the address space where programming algorithms are loaded and executed.
Usually, the address space is located in on-chip RAM.

"Program Algorithm": contains the Flash programming definitions.
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Figure 13. Flash-loader settings

Cortex-M Target Driver Setup x

Debug I Trace Hash Download |

Download Function RAM for Algarithm
LOAD " Erase Ful Chip |+ Program
fg © EoseSectos I Verfy Start: |(30000000  Size: |(x0800
" Donot Erase | Reset and Run

= Programming Algonthm

Description | Device Size | Device Type | Address Range |
5TM32L5¢ 512 Dual 0COD On-chip Flash OCODDDDOH - DCO7FFFFH

Start: I[h:{K:ﬂDDDDD Size: | (e 0080000

Add I Remove |

oK I Cancel Apply

9.2 Nonsecure project settings
1. Set project_ns as active project (see Figure 14).

Figure 14. Project_ns nonsecure project selection

Project
= Z8 WorkSpace
% Project: Project_s
w9 Project: Project_ns

5et as Active Project
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2. Select the correct device by opening the configuration window: Select Project / Options for Target (see
Figure 15).

Figure 15. Device selection

Opticns for Target 'STM32L562E-DE_s' >

Device Targe‘tl Dutputl Ustingl User I CiCe= {ACE}I Asm | Linker I Debug I Lttilities |

ISu:lﬂware Packs ;I
VWendor: S5TMicroelectranics Software Pack
Device: STM3ZL5627ETx Pack: IK&iI.STMSZL&u_D FP.1.09
Toolset: ARM URL:  hittp://www keil com/pack
Search: I
----- €] STM3ZL5R20EN ;I The ARM Cortex-M33 is the most configurable of all Cortesx-M
processors. |t iz a full featured microcontroller
""" € STM32L5620EQ class processor based on the ARMy3-M mainline
----- g3 STM32L562RETx architecture with ARM TrustZone security.

----- g1 STM3ZL562VET
----- g STM322L562VETO

..... &
----- €1 STM32L5627ETxC

oK I Cancel Defaults Help
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3. Ensure the right memory area is selected from Project / Options for Target / Target:
- Boot address 0: Flash at 0x08040000: nonsecure flash
- Boot address 1: SRAM at 0x20018000: nonsecure SRAM
The software model must be set in nonsecure mode (see Figure 16).

Figure 16. Memory configuration

kA Options for Target 'Project_ns' *
Device larget |Dutput I Ligting I ser I C/C+ {ACE}I Asm I Linker I Debug I L.ltil'rtiesl
STMicroelectronics STM32L552ZE-Q ~Code Generation | =
ARM Compiler:  |VE6.11 -
tal (MHz): | —
Software Model: INun-Secure Mode j
Operating system: |Mone ;I
System Viewer File: ¥ Use MicroLIB [~ Big Endian
ISTMEELE@-:E.sVd J Floating Poirt Hardware: ISingIe Precision LI
[ Use Custom File
— ReadOnhy Memary Areas — ReadWrite Memory Areas
default  offchip Start Size Startup default  off-chip Start Size Malnit
- Romi: | | C ~ Ram: | | r
~  Romz: | | s I~ RAM2 | | r
~  Rom3: | | - I RAMI: | | r
on-chip on-chip
%  IROMI: |{h:EtMDDDD |m-mmu & W  IRAMI: |m2m1mm |m1amu r
I~ IROM2Z: |{b:CDDﬂDDD |mamm ( I IRamz: |m3mmum |m:mmu r
| ok || cancel || Defaurs | Help
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4. Add the import library from the secure project: this file is automatically included at link time in the nonsecure
project. It allows the nonsecure part to call functions from the secure part (see Figure 17).

Figure 17. Linker options

kA Options for Target 'Project_ns' >
P g J

Device I Target I Output I Listing I User I C/C+= {.H.C'E}I Asm Linker | Debug I Lkilities I

¥ Use Memory Layout from Target Dialog ¥/0 Base: I
[~ Make RW Sections Position Independent R,/0 Base: ID;;DB[MDDDD
[~ Make RO Sections Position Independent e ID.'(ED'I 20000

[ Dont Search Standard Libraries
¥ Report might fail' Conditions as Emors

disable Wamings: I

Scatt " Proi - i
= H?v; I.-.F‘rc:ject_ns.sct _I J Edit... |

Misc . Secure_nsclibs/secure_nsclib.o

controls
Linker [—cpu=Lortex- o ~
contral  |ibrary_type=microlib —strict —scatter " “Objects"Project_ns sct”
string A

QK I Cancel Defaults Help

Under scatter file section, check that this file contains the correct addresses as shown in Figure 17.
This file is used by the Linker and determines how the memory layout is organized. A sample of a scatter file
is given in Figure 18.

Figure 18. Scatter file sample

] Project ns.sct
_'|_ : R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
2 s **% Bpatter-Loading Descriprtion File generated by uVision *#*#
3 H AR R R R R R R R R R R R R R R R R R R R R R R R R
4
5 LR TROM1 0Ox08040000 0x00040000 { ;/ load region size region
[ ER TROM1 0x08040000 Ox00040000 { ; load address = execution address
7 *,0 (RESET, +First)
8 * [InRoot$S$Sections)
9 JBNY  (+RO)
10 JANY (+X0)
11 }
12 EW_IRAM1 0x20018000 0x00018000 { ; EW data
13 JANY (+EW +ZI)
14 }
LI g )
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5. Select "ST-LINK debugger" from Project / Options for Target / Debug (see Figure 19).

Figure 19. Debug settings
‘sm | Linker Debug | Utites |

0 lse: IST—IJnk Debugger -

6. From Debug settings / Flash Download window (see Figure 20) select:

- Download function: sets the flash operations
RAM for algorithm: defines the address space where programming algorithms are loaded and executed.
Usually, the address space is located in the embedded RAM.

Program algorithm: contains the definitions for programming flash.

Figure 20. FlashLoader configuration

Cortex-M Target Driver Setup

Debugl Trace Fash Download |

— Download Function - RAM for Algorithm
LUFD " Erase Full Chip |V Program
_Fi % FErase Sectors [ Verify Start:lfb-:Z'DmH'DDﬂ Size: |(x 1000
" Donot Erase [ Reset and Fun
— Programming Algorithm
Description I Device Size I Device Type I Address Range I
STM3ZL5x_512 NSecure H... 512k On-chip Flash 0800D00D0H - DB0YFFFFH

Start: I{h:DSDDDDDﬂ Size: | 00030000

Add I Remove |

OK I Cancel Apply
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9.21 Building a project

It is now possible to build both projects at the same time. From Project / Batch Setup (see Figure 21 and
Figure 22) or from the icon available from the menu bar go to the batch setup menu and select both projects.

Note: The secure project must be built first in order to create the import library for the nonsecure project. In order to
build the secure project before the nonsecure one, it must be first in order.

Figure 21. Project batch setup

LoAD
¥4 | Project_s

Project iz Batch Build L x|
=28 WorkS| & Batch Rebuild
= % Batch Clean
= ## Batch Setup...
[+ Nriver
Figure 22. Project build ordering
Batch Setup =
Select Project Targets:
e wid |
- - Project_s
B- Prnject_ns Rebuild |
L[V Project_ns
Clean |
Select Al |
Deselect Al |
Help |
| Close I

Then, from the same menu, click on “Batch Build” to build both projects (see Figure 23).

Figure 23. Build both projects in one step

_1| ££| Project_ns

Project #2 Batch Build L =
=28 Work Batch Repuild
A pre Batch Clean

# . 2 Batch Setup... _
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9.3 Execute from secure code to nonsecure code

Before downloading the projects, a connection to the STM32L562E-DK Discovery board must be made as
follows:

1. Connect the ST-LINKV3 programming and debugging tool on the Discovery board by plugging the USB cable
to the board CN17 (ST-LINK USB connector). LD3 illuminates in red when the ST-LINKV3 is connected as
illustrated in Figure 24.

Figure 24. STM32L562E-DK Discovery board in connected status
o ﬂ"r- h TE :: ._. z £

2. Select the Project_ns project as the active project then load the nonsecure binary code. Select the Project_s
project as the active project then load the secure binary code. This is illustrated in Figure 25.

Figure 25. Load the nonsecure binary

sz LOAD |

Project_ns [
L |

=28 WorkSpace
% Project: Project_s

>

AN5421 - Rev 6 page 23/49



‘_ AN5421
,’ Using MDK-ARM for Cortex®-M33 with Trust Zone

3. Start a debug session by clicking the “Download and Debug” button in the toolbar illustrated in Figure 26.
Figure 26. Download and debug button

Qe oo @-||E-| &

@_ Start/Stop Debug Session (Ctrl+F5)
Enter or leave a debug session

Note: The system always boots in secure code (main.c) at first and the secure application then launches the
nonsecure application as illustrated in below.

Figure 27. Main.c sample code

B2 CAAN For_Beluga\STM32Cube FW_L5_V0.5.0\Projects\Templates_TZ\MDK-ARM\Project_s.uvprojx - pVision

File Edit View Project Flash Debug Peripherals Tools SVCS Window Help

NEdd| s @ [ 4 o | B R R P E = JE E| B M SendChar EEX AN o & B-| %
FEO| e ol | OB B s GE D@0 @0 EB| -
Registers 2 [ Disassembly
Register [ value | [FPoxocacozce 4807 IDR 0, [pc, ¥28] ; @0x0C000228
Core 0x0CO0020A 4780 BLX ro
R0 00000000 0x0C00020C 2807 LDR 0, [pe, $28] ; B0x0C00022C
<
A1 000000000
R2 0x00000000 ] mainc 5] core_cm3zn
R3 —
R4 x00000000 52 L =/
RS 3:00000000 53  int main(void)
54
55 /* Secure/Non-sscure Memory and Peripheral isolation configuration */
(Errrers 56 SystemIsolation _Config():
OxFFFFFFFF =7
o 58 /% Enable SscursFault handlsr ult is default) */
e 59 SCB->SHCSR |= SCB_SHCSR_SECUREFAULTEN el
OKFFFFFFFF @ i =
g 61[] /* STM32LSxx **SECURE** HAL library initialization™
62 - Secure Systick timer is configured by default as of tims base, M d P H h I
3 but user can eventually implement his proper time base B - general emory an eripnera
64 purpose timer for example or other time source), keeping in mid . .
&5 Time base duration should be kept lms since PPP_TIMEOUT VALUEs are de: |Solat|0n for secure and
- €6 and handled in milliseconds basis.
&7 - Low Level Initialization 1 1
- Non S I t
e e N . nonsecure application
Soar Tee ga | . Ini(
- Priviege Prvieged ~ L.
Stack. MSP 71 /* Enable Instruction cache (default 2-ways set associative cache) */
Giates P 72 if (HAL ICACHE Enable() != HAL OK)
- See 0.00000000 73R
U T4 /* Initialization Error */
75 while (1)}
76 }
77
78 /* Secure application may configure the System clock to have a frequency of 110 MHz */
79 /% SystemClock Config(); */

o Non secure initialization and
/* Add your secure application code here prior to non-secure initd .
: switch to nonsecure state

NonSecure_main():

e does not return, this code is not executed */

81 while (1) {
EF] )]

At the end of secure function, the system switches from the secure state to the nonsecure state (see Figure 28).
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Figure 28. Code switch to nonsecure code status

V) CAAM_For_Beluga\STM32Cube_FW_L5_W0.5.0\Projects\Templates_TZAMDK-ARNM\Project_s.uvprajx - pVision
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help

NEE@ 4R @B RrBRR JE 15| M SendChar MR e @ e @Q-|E|v\'l|
BEO B v |DRBEaR-8-3-0-32-8-|%-
Registers 1 E Disassembly
Register |Va|ue I =>0x0804101C ETFE B 0x0804101C
= Core 0x0804101E F24EQCO1 MOV rl2,#0x=001
. 0x08041022 F&CO4CO3 MOVT rl2, #0xc03
<
] main.c
OxDFFFFFFF —
0:08041 =
008 50 int main(void)
511
SZE /* STM32LSxx HAL library initialization:
53 - Non-secure Systick timer is configured by default as source of time base,
54 but user can eventually implement his proper time base source (a general
(08040208 55 purpose timer for example or other time source), keeping in mind that
x08040208 L] Time bkase duration should be kept lms since PPP_TIMEQUT VALUEs are defined
57 and handled in milliseconds basis.
58 — Low Level Initialization
S - £/
@O 6o HAL Init();
E h 61
[ Banked [ /* Register SecureFault callback defined in non-sscure and to be called by securs handler */
- Secure 63 SECURE_RegisterCallback (SECURE_FAULT_CB ID, (void *)SecureFault_Callback):
¥ Non-Secure e
= Intemal 65 /* Register SecureError callback defined in non-secure and to be called by secure handler */
3 (19 SECURE_RegisterCallback (GTZC_ERRCOR CB ID, (void *)SecureError_ Callback):
Privilege Piivieged &7
- Stack MSP e . : ; :
Cintes 0 13 /% Configure the System clock to have a frequency of 110 MHz */
See 0.00000000 70 SystemClock Config():
® =
72 /* Add your non-secure exampls code here
13 £/
a -
15 /* SAU/IDAU illegal access detection example L
716 I* - peripheral access to non authorized address (eg. secures RCC) s
77 /* Uncomment the line below in order to generate the secure fault L7
78 /* because of non-secure transaction in secure peripheral memory space */
748 /* it shall jump in non-secure SecureFault_Callback() L
80 /* (void)RERD REG( RCC_S->SECCEGR ): */
81
82 /* GTZC TZIC illegal access detection example L7
83 I - peripheral access to secure write protected register ®f
84 /* Uncomment this line in order to generate the secure error L
85 /* because of non-secure transaction in secure configuration L
-1 /* it shall jump in non-secure SecureError_ Callback() L7
87 /* WRITE_REG( GTZC_TZS5C->SECCFGR1, 0 }: */
88
89 /* Infinite loop */
The secure status is provided from the status bar at the bottom of Keil® interface as illustrated in Figure 29.
Figure 29. CPU status
T0 [ = @}
71 =/
72
73 B/**
74 = B
75 =/
76
T7  [HARARXAXAXEXAAXXEANALAAA (C) COPYRIGHT STMicroelectronics *****END OF FILE****/
78 S
< >

ST-Link Debugger Debug: Secure  CPU: Non-Secure (i t1: 0.00000000 sec Lsoc CAP NUM SCRL OVR RW
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10 Using EWARM for Cortex M33 with TrustZone®

The latest version of IAR Embedded Workbench for Arm® (EWARM) is available to download from the official web
site of IAR System.

This part uses EWARM v8.40.1 and STM32L562-DK disco board.

10.1 Secure project settings

To configure a secure project, the first step is to open "Multi-projects” workspace file: Project.eww that allows the
user to work on both projects at the same time.

1. The open project appears in the project explorer view illustrated in Figure 30.

Figure 30. EWARM v8.40.1 project explorer view

‘Workspace v 0 X
Project_s - STM32L562E-DK_Templates_TusZone v |
Files & .
B O Froject

==l |Project s - STM32L662E-DK_Tem
W Doc

B Drivers

Bl Example

B Output

—=n | Froject_ns - STM3ZLEEZE-DK_Templates_TrustZone ~
B Doc

B Drivers

Bl Example

B Output

IDvewiew F'r-:uien:t_sl F'rn:uien:t_nsl

nlates TrustZone
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2. Set project_s-STM32L562E-DK_Templates_TrustZone as active project as illustrated in Figure 31.

Figure 31. Setting the project to active status

Waorkspace w 0 X
| Froject_nz - STMIZLE62E-DK_Templates_TiuztZone w |
Files t* B
B [ Project
el |Project s - STh32L562 . v | ]
B Doc Options...
Ml Drivers M
= ake
B Example _
B Output Compile
—] @ Project_ns - STM32L Rebuild All s
- D':_": Clean
B Drivers
B Example C-STAT Static Analysis »
B Output
Stop Build
Add »
Remove
Rename...
Version Control Systemn *
Open Containing Folder...
File Properties...
Set as Active
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3. Open the configuration window by selecting Project-s / Options / General Options and select the correct
device from "Processor variant" section.
From "TrustZone" section, ensure that the mode selected is "Secure" and "TrustZone" checkbox is checked as

shown in Figure 32.

Figure 32. Device selection

Options for nede "Project_s >

Categaony:

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Library Options 2 MISRA-C 2004 MISRAAC: 1958

Assembler Target Output Library Configuration Library Options 1

Quiput Converter
Custom Build
Build Actions {0 Core Cortex-M33 w

Linker
@ Device ST STM32L562QEQ

Debugger
() CMSIS-Pack  [Nene

Processar variant

Simulator
CADI
CMSIS DAP
GDE Server
I-jet @) Little FPLU None w
Iink/1-Trace () Big
TI Ste|Lari5 BE3? O reqgizters - e
Mu-Lir

PE micro BES
ST-LIME _ TrustZone
Third-Party Driver []DSP Extension Mode | |
TI MSP-FET Advanced SIMD (NEON) Secure

TI ¥DS

Endian mode Floating point settings

| ] | | Cancel |
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4. From Project-s / Options / Linker / Config "Linker configuration file editor" section (see Figure 33):
a. Click Edit to display the linker configuration file editor.
b. Check the linker configuration file to make sure that the application has been linked to the right address:
° Secure boot address : Flash at 0x0C000000 for the secure flash
° Secure boot address: SRAM1 at 0x30000000 for the secure SRAM

Figure 33. Linker configuration

Options for node "Project_s x

Categony: Factory Settings

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Azsembler
Output Converter
Custom Build
Build Actions
Debugger
Simulator
CADI

Checksum
Optimizations

Encodings Extra Options
Advanced Output  List

Hdefine Diagnostics
Corfig  Library  Input
Linker configuration file
Owvemde default
|SPROJ_DIRS\stm321562xx_flash_s icf

-

Linker configuration file editor x

CMSIS DAP
GDE Server
IHet
J-LinkfJ1-Trace
TI Stellaris
Mu-Link

PE micra
STLIMK
ThirdParty Driver
TI MSP-FET
TI XD5S

Vector Table Memory Regions  Stack/Heap Sizes

Start: End:

ROM | 0x0CO00000

| | 0OXDCO3FFFF |

|nxsunnnuuu

| | 0x%30017FFF |

Ok

| | Cancel

This .icf file contains all the information required by the linker.
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5. Open the debugger tab from: Project / Options / Debugger. From setup section, select ST-LINK as a
debugger in the driver field (see Figure 34).

Options for node "Project_s"

Categany:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Aszembler
Output Converter
Custom Build
Build Actions
Linker
Debugger
Simulator
CADI
CMSIS DAP
GDBE Server
I§et
J-Link/J-Trace
TI stellaris
Mu-Link
PE micro
ST-LIMNK
Third-Party Driver
TI MSP-FET
TIXDS
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Figure 34. Project debugger setup

Factory 5ettingz

Setup  Download Images Exira Options  Multicore  Plugins
Driver Run to
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Selup macros
[ ] Use macro file(s)
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[ ] Cvenide default

STOOLKIT_DIRS\CONFIG debuggert STWSTM32L 5x 2 ddf
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Cancel
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6. From the "Download" tab, ensure that "Use flash loader" is checked (see Figure 35).
Figure 35. FlashLoader selection

Options for node "Project_s' >

Categony: Factary Settings

General Options
Static Analysis

Runtime Checking
CjC++ Compiler Setup Download  Jmages Estra Options  Multicore  Plugins

Assembler .
Output Converter Verify download

Custom Build
Build Actions

Suppress download

) Ise flash loaders)
Linker

B boars e

Simulator STOOLKIT_DIRS \config*flashloader 5T FlashSTM3
CADI
CMSIS DAP Edit...
GDE Server

I4et
JLink/1-Trace

TI stellaris
Mu-Link

PE micro

STLIME
Third-Party Driver
TI MSP-FET
TIXDS

Vemae

Perform mass erase before flashing

k. | | Cancel
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7. The secure project must specify the nonsecure project output file as an extra image that must be loaded by
the debugger. To do this, use: Project / Options / Debugger / Images and check the "Download extra image"
check box (see Figure 36).

Figure 36. Selecting the nonsecure output file as an extra image

Options for node "Project_s" x

Categony: Factory Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Setup Download Images  Edra Options  Multicore  Plugins

Assembler
| Download extra image
Output Converter g

Custom Build Path: |$PROJ_DIR$\STM32L562E-DK_ns'\Exe'project_ns.| | ... |
Build Actions

Linker Offset: |£I Debug info only
. [ Download extra image

Simulator
CADI Fath;
CMSIS DAP
GDE Server
?I-JLEi:kIJ—Trace [] Download extra image
TI Stellaris Pabh:

Mu-Link

PE micro

ST-LIMK
Third-Party Driver
TI MSP-FET
TIXDS

Offzet: Debug info only

Offzet; Debug info anby

k. I | Cancel

Debug info causes the debugger to only download debug information, and not the complete debug file.
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8. From Project / Options / ST-LINK "Setup" tab, see Figure 37:
- Select the "ST-LINK debugger".
- Select the reset type:
° System reset: resets the core and peripherals.
° Core reset: resets the core via the VECTRESET bit; the peripheral units are not affected.
° Software reset: sets PC to the program entry address.

° Hardware reset: the probe toggles the nSRST/nRESET line on the JTAG connector to reset the
device. This reset usually resets the peripheral units also.

° Connect during reset: ST-LINK connects to the target while keeping Reset active. Reset is pulled
low and remains low while connecting to the target.

- Select the communication interface:
° JTAG: to use the JTAG interface.

° SWD: to uses the SWO interface, which uses fewer pins than JTAG. Select SWD if the serial-wire
output (SWO) communication channel is to be used.

- Select the Access Port:

° Auto: automatically uses the access port 0 for Cortex®-M33.
° Manually: specify the access port to be used.

Figure 37. Project setup

Options for node "Project_s" x

Categany: Factory Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Setup  Communication Breakpoints

Azzembler Emulatar
Output Converter

Custom Build | ST-LINKAV3 v| |serano: [ ]

Build Actions
Linker [] Shared mode [] Mlways prompt for probe selection

Debugger Resat
Simulator

CADI
CMSIS DAP
GDB Server Interface Access Port

Idet O JTAG Interface speed @ Auto
J-LinkfJ1-Trace

11 Stellaris ® SWD (O Specify
Mu-Link

PE micro

Third-Party Driver

TI MSP-FET

TI XD5S

|Cnr1nect during reset e |

(] I | Cancel
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10.2

Nonsecure project settings
Set project_s-STM32L562E-DK_Templates_TrustZone as active project

1. Open the configuration window by selecting Project-s / Options/ General Options. In the "Target" tab, select
the correct device from processor variant section (see Figure 38).
From the TrustZone® section, ensure that the "Nonsecure" mode is selected and the TrustZone® box is

checked.
Figure 38. Project set up: general options
Options for node "Project_ns" >
Categorny:
General Options
Static Analysis
Runtime Checking
C/C++ Compiler Library Options 2 MISRA-C: 2004 MISRAAC: 15958
Aszembler Target Output Library Corfiguration Library Options 1
Qutput Conwverter 5 —
Custom Build rocessor vara
Build Actions () Core Cortex-M33 i
Linker
pelnages @ Device ST STM32L5620EQ |
Simulator Mane
CADI (ICMSI5-Pack
CMSIS DAP _ _ _ _
DB Server Endian mode Floating poirt settings
Iet @®) Little FPU Mone ~
IHink/1-Trace ) Big
TI StelLaris BE32 D registers - o
Mu-Lin
PE micro BES
ST-LINK TrustZone
Third-Party Driver [[1DSP Extension Mode
TI MSP-FET Advanced SIMD (NEON) SISEEiE
TI XD5

| QK || Cancel |
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2. From Project-s / Options / Linker / Linker configuration file section (see Figure 39):
- Click edit to display the linker configuration file editor.
- Check the linker configuration file to make sure that the application has been linked to the right address:
° Boot address 0: Flash at 0x08040000 (nonsecure flash)
° Boot address 1: SRAM at 0x20018000 (nonsecure SRAM).

Figure 39. Project linker configuration

Options for node "Project_ns

Categon:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Azzembler
Output Converter
Custom Build
Build Actions
Debugger
Simulataor
CADI
CMSIS DAP
GDE Server
I4et
Jinkf1-Trace
TI Stellaris
Mu-Link
PE micro
STLIMK
Third-Party Driver
TI MSP-FET
TI XD5S

Checlsum
Optimizations

Hdefine Diagnostics
Config  Library  Input
Linker configuration file
Owvemide default

Encodings
Advanced Output  List

Factony Settingz

Extra Options

|$F‘HOJ_DIH$\stm321562n_ﬂash_ns.icf

-

Linker configuration file editor

s

Vector Table Memory Regions

Start:

Stack/Heap Sizes

End:

ROM | 008040000

| | OX0B07FFFF |

| 0%20018000

| | 0x2002FFFF |

AN5421 - Rev 6 page 35/49

(] | | Cancel




‘_ AN5421
,’ Using EWARM for Cortex M33 with TrustZone®

3. From Project-s / Options / Linker in the "Library" (see Figure 40).
Add the imported library from the secure project. This file is automatically included at link time in the
nonsecure project. It allows the nonsecure part to call functions of the secure part.

Figure 40. Linker library setup

Options for node "Project_ns" >

Categony: Factary Settings

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options
Azsembler Corfig LUbrary  |nput  Optimizations  Advanced Output  List

Output Converter
Custom Build Automatic runtime library selection

Build Actions Additional libraries; (one per ling)

$PROJ_DIRS\. \Secure_nscib'secure_nsclb.o [-]

Debugger
Simulator
CADI

CM3IS DAP
G0E Server ] Ovemide default program ertry

I-jet Entry symbal __jar_program_start
JHink/J-Trace Mo entry symbal

TI Stellaris
Mu-Link

PE micro

ST-LIME
Third-Party Driver
TI MSP-FET
TIXDS

aF. I | Cancel

4. The other configurations are similar to the secure project.
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10.3 Build projects
Both projects are ready to be built.
1. Select Project / Batch Build or the icon available from the menu bar (see Figure 41).

Figure 41. Project batch build
€ Project - 1AR Embedded Workbench IDE - Arm 8.40.1
File Edit Wiew | Project | 5T-Link Tools Window Help

"MNMNE Add Files... . < C
Workspace Add Group... —
Impaort File List...

Project_ng - STM3ZL

Add Project Connection...

Files | . |
= EF’I’DjE:’[ Edit Configurations...
] . Project_s Remove

W Doc

Bl Drivvar Create New Project...

M Examp  add Existing Project...
W Output

o @IS options.. ALT=F7
M Doc
B Driver Wersion Control System r
Bl Examp

B Output Q Make a
Compile CTRL+F7
Rebuild All
_lean
Batch build... F8
C-5TAT Static Analysis k
€3 | stop Build CTRL+ATTM
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2. Add the two configurations to be built at the same time (see Figure 42).

Note: The secure project must be built first in order to create the import library for the nonsecure project. In order to

build the secure project before the nonsecure one, it must be first in the build order as illustrated below.

Figure 42. Project batch build order

Edit Batch Build w0 Edit Batch Build ®
Name Name
buid lbu'l:l
| &vailable configueations Conligurations ta buld Available configurabons D:T:ﬁu;ﬁ:::m —
;:;cctgf sﬁkﬁﬁxféim oD [55] P.ﬁu::; - sm'xa.sse-fni_rm
5]
L3 L4
<C <<€

[Diag o orde)

[Cieag 1o orded)
ok || Cancel

0k | | Cancel
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10.4 Execute from secure code to nonsecure code
In order to execute any code, it has to be downloaded to the board as follows:
1. Before downloading the project, connect to the STM32L562E-DK Discovery board as follows (see Figure 43):

- Connect the ST-LINKV3 programming and debugging tool to the Discovery board by plugging the USB
cable to the CN17 ST-LINK USB connector of the board.

- LD3 illuminates in red when the ST-LINKV3 is connected.

Figure 43. STM32L562E-DK Discovery board in connected status

TR =1 ke G .
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2. Select the Project_ns project as active project then load the nonsecure binary code.
Start a debug session by clicking the download and debug button in the toolbar to program the flash memory
and start debugging (see Figure 44).

Figure 44. Download and debug launch button

e -=|0]

Note: when trying to load the nonsecure application, the following warning messages are displayed.

Figure 45. Nonsecure application loading warning error message samples

Log

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:03:31: Werity error at address (x080400CF, target byte: 000, byte in file: 0x05

Tue Feb 11, 2020 16:059:31: Waming:

Tue Feb 11, 2020 16:09:31: Verity error at address 0x03040000, target byte: 0x00, byte in file: baD

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Vernfy error at address 0x08040001, target byte: 000, byte in file: 0x0F

Tue Feb 11, 2020 16:09:31: Waming;

Tue Feb 11, 2020 16:09:31: Venfy error at sddress 008040002, target byte: 000, byte in file: 0x04

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venty error at address 0x03040003, target byte: 0x00, byte in file: 0x08

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venty error at address 0x03040004, target byte: 0x00, byde in file: 0xB1

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11 “erity error at address (x08040005, target byde: 000, byde in file: 0x0F
ue Feb g

Tue Feb 11, :09:31: Werity error at address 0x08040006, target byte: O0x00, byte in file: (x04

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Yerify error at address 0x08040007, target byte: 0x00, byte in file: 0x05

Tue Feb 11, 2020 16:09:31: Waming:

Tue Feb 11, 2020 16:09:31: Venty error at address 0x08040008, target byte: 0x00, byte in file: 0xB5

Tue Feb 11, 2020 16:09:31: Waming: Too many verify emors, only the first 200 are displayed

This is an expected behavior, as in the verification phase, the debugger attempts to read back the loaded
content and compares it with the compiled binary.

The debugger generates a secure transaction in a nonsecure regions (@ 0x08040000 nonsecure flash)
before SAU configuration. This access is not allowed and the content reads zero.

3. Select the Project_s project as active project then load the nonsecure binary then start a debug session.

Note: The system always boots in secure code (main.c) at first and the secure application then launches the
nonsecure application

AN5421 - Rev 6 page 40/49



‘_ AN5421
,’ Using EWARM for Cortex M33 with TrustZone®

4. The secure status is provided from secure register under CPU registers (see Figure 46).

Figure 46. Secure register location

Registers 1 * o X
Find: ~ | Group: Current CPU Registers W
Mame “alue Access
RO 0z00000000 ReadWrite
E1l 0=z00000000 ReadwWrite
RZ 0=00000000 ReadwWrite
D=00000000 FReadi'rite
_W Readiie
0=z00000000 Readw'rite
RE Oz00000000 FeadwWrite
R7 0=00000000 ReadwWrite
E& 0=zFFFFFFFF ReadwWrite
R9 0=FFFFFFFF ReadwWrite
R10 0=FFFFFFFF ReadWrite
R11 I=zFFFFFFEFF FeadwWrite
R12 0=FFFFFFFF ReadwWrite
SP 0=z300008148 ReadwWrite
SPLINM 0z00000000 ReadwWrite
LR 0=FFFFFFFF ReadWrite
+ =PSR 0=01000000 Feadrite
+ APSE 0=00000000 ReadwWrite
IPSE 0=z00000000 ReadwWrite
+ EPSE 0z01000000 ReadwWrite
PC 0z0C0009248 ReadWrite
+ PRIHASK 0=00000000 Feadrite
BASEPRI 0=00000000 ReadwWrite
BASEPRI_HAX 0=00000000 FeadwWrite
FAULTHASK 0=z00000000 ReadWrite
CORTROL 0z00000000 ReadWrite
IAPSE 0=00000000 Feadrite
EAPSRE 0=01000000 ReadwWrite
IEFPSE N=01000000 Feady'rite
SECURE 0=z00000001 ReadWrite
| ] = [T
CIIEONTE 0 e
ReadWrite
CCTINERZ 1] Security state
CCSTEP 0 O Mon-5ecure
1: Secure
Right-click for more registers and options
0 = nonsecure
1 = secure
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10.5 Connection issue to STM32L552ZE-Q when RDP is set to 0.5

The EWARM is able to connect to the device and debug the nonsecure application. To connect to the
STM32L552ZE-Q, proceed as follows:

1. Setting the option bytes, illustrated in Figure 47:
- TZEN =1
- DBANK = 1
- SECWM2_STRT = 0x1
- SECWM1_PEND = 0x0.

Figure 47. Configuration of option bytes using STM32CubeProgrammer v2.2.0

[ sTM32CubeProgrammer - O *

+ Read Out Protection ST-LINK -

Name Value Description

Read protection option byte

The read protection is used to protect the software code stored in Flash memory.

AA: Level 0, no protection

55 : Lewel 0.5, read protection not active, only non-secure debug access is possible. Cnly available when T
BE : Level 1, read protection of memories

CC: Level 2, chip protection »

. >

Apply

2. Load the nonsecure binary (at 0x08040000) then load the secure binary (at 0x0C000000) as specified in the
section above.

3. Using STM32CubeProgrammer to set RDP=0x55 to reduce debug to nonsecure (see Figure 48).

Figure 48. RDP=0.5

[ STM32CubeProgrammer - m} *

STM32
CubeProgrammer

| = Option bytes

~ Read Qut Protection ST-LINK - Disconnect

Name Value Description

3

Read protection option byte

The read protection is used to protect the software code stored in Flash memory.
AA: Level 0, no protection

55 : Lewel 0.5, read protection not active, only non-secure debug access is possible. Cnly available when T
BB : Level 1, read protection of memories
CC: Level 2, chip protection

RDP BE -

~

. >
> Write Protection 1

Apply
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4. Change the Reset mode to software reset: Project options / ST-LINK in the "Setup" tab select "Software"
from the "Reset" field as illustrated in Figure 49.

Figure 49. Reset mode selection

Options for node "Project_ns" x

i Categony: Factory Settings

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler Setup  Communication  Breakpoints
Assembler Emulator

! Output Converter

Custom Build ST-LINKA3 v| Serano: [ ]

Build Actions
Linker [ Shared mode [ ] Always prompt for probe selection

Debugger Resat

ii;'ng;ator |Schtware e |

CMSIS DAP
GDE Server Interface Access Port

I-et O)ITAG Irterface speed @® Auto

Jink/1-Trace

TI Stellaris @ SwD O Speciy
Mu-Link

! PE micro

|

1 Third-Party Driver

TI MSPFET

TI XD5

] | | Cancel
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5. Connect to the device in Hot-plug mode from: Project / Attach to the Running Target (see Figure 50).

Figure 50. Attach to running target option

@ Project - AR Embedded Workbench IDE - Arm 2.40.1

File Edit View | Project | 5T-Link Tools Window Help
‘1 ) @ | Le AddFiles.. =
— —
Workspace [e AddGroup.. -
4_ . c
STM32L552E £v_Td L2 | mport File List.. i
- Add Project Connection...
Files Edit Confi ti
N I onTIgurations...
= @ Project_ns
i !D':”: ® | Remove
B DOrivers
B Example| 1) Create New Project... =
L= i Output ™ Add Existing Project...
£  Options... ALT=F7
Version Control System bk
O Make FFIE
B | compile CTRL=FT
@ Rebuild Al
& Clean
&  Batch build... Fa
C-STAT Static Analysis bk
=
€3  stop Build CTRL+ATTN
° Download and Debug CTRL+D
F  Debug without Downloading
["'-J Attach to Running Target
Note: IDEs do not support the nonsecure flash reprogramming in RDP level 0.5, only STM32Cubeprogrammer allows

it.

AN5421 - Rev 6 page 44/49



‘_ AN5421
,’ Using CubelDE for Cortex®-M33 with TrustZone®

11 Using CubelDE for Cortex®-M33 with TrustZone®

This part is explained in the Getting started with STM32 development in CubelDE (AN5394), which is available on
www.st.com .
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