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ST > Building safety and security overview

PROTECT

Building automation .2 g
central server I PC e . ———

Server |ayer Access point Ethernet, Wi-Fi

Key applications:
Gateway/Switch y pp

= Fire and life safety system
Smoke & heat detector
Digital alarm communicator
Remote annunciator
Voice & audio amplifier

Ethernet, wireless

Network layer

=  Smart lock and access
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" Smart lock
SLC loop, relay, 24-VDC, BACnet, Ethernet, _ )
Video doorbell
Fingerprint / 3D face / iris recognition

@@ » Video surveillance system
1 NVR/DVR

IP network camera
Analog video surveillance systems

Terminal layer

=(k)
)
('7 e
B

Smart Lock and access

Fire and life safety system Video surveillance system
r control
) /4 2
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https://www.st.com/en/applications/home-building-and-city-automation/fire-alarm-smoke-detector-and-air-quality-monitor.html
https://www.st.com/en/applications/home-building-and-city-automation/smart-lock-and-access.html
https://www.st.com/en/applications/home-building-and-city-automation/surveillance.html#overview

Y Protection & Filters solutions for

ST >

SRotecr fire safety systems

Power supply Display Buttons/ switches Ethernet RS-485/ RS-232
SM15T series Ny HSP051-4M5 ESDZL5-1F4 HSP051-4N10 ESDA14V2BP6
SMABJ series c|2c6|‘< ECMF4-40A100N10 (differential lines) EASA?/:Z%S;%Z‘;\ e HSP051-4M5

EMIF08-LCD04M16 (parallel link) -
. USB-C
Charging connector ESDZV5-1BF4 . :
Batt V Viaarr) I2C (integrated solution)
attery (Vgys, Vaarr USBLC6-2SC6
ESDAXP series Vbus and CC lines | TCPP01-M12
SMG6FY series
SMAGJ series USB Vbus and D+/D-
’ Vbus | ESDA7P120-1U1M
RF antennas Data USBLC6-2SC6
(Wi-Fi / BLE) I D+ /D- ECMF2-40A100N6
,//—\\
ESDARF02-1BU2CK e ‘
o _= Detectors inputs
= (SLC com)
SMAJ24A
SMAJ12A

ESDA13P70-1U1M

Lyy 3
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https://www.st.com/resource/en/datasheet/hsp051-4n10.pdf
https://www.st.com/resource/en/datasheet/hsp051-4M5.pdf
https://www.st.com/resource/en/datasheet/ESDARF02-1BU2CK.pdf
https://www.st.com/resource/en/datasheet/esda7p120-1u1m.pdf
https://www.st.com/resource/en/datasheet/usblc6-2.pdf
https://www.st.com/resource/en/datasheet/ECMF2-40A100N6.pdf
https://www.st.com/resource/en/datasheet/tcpp01-m12.pdf
https://www.st.com/en/protection-devices/power-line-protection-surge-current-gt-24-a.html#products
https://www.st.com/resource/en/datasheet/sm6f5-0ay.pdf
https://www.st.com/resource/en/datasheet/sma6j.pdf
https://www.st.com/resource/en/datasheet/esdaxxxp6.pdf
https://www.st.com/resource/en/datasheet/esdzl5-1f4.pdf
https://www.st.com/resource/en/datasheet/esdzv5-1bf4.pdf
https://www.st.com/resource/en/datasheet/EMIF01-1K03AF4.pdf
https://www.st.com/resource/en/datasheet/sm15T68a.pdf
https://www.st.com/resource/en/datasheet/sma6j.pdf
https://www.marketsandmarkets.com/Market-Reports/smart-building-market-1169.html?utm_source=Email&utm_medium=Acoustic_ICT_APAC&utm_campaign=Acoustic_Smart_Buildings_Market_01_March_2022
https://www.st.com/resource/en/datasheet/hsp051-4M5.pdf
https://www.st.com/resource/en/datasheet/ecmf4-40a100n10.pdf
https://www.st.com/resource/en/datasheet/emif08-lcd04m16.pdf
https://www.st.com/resource/en/datasheet/esdzv5-1bf4.pdf
https://www.st.com/resource/en/datasheet/usblc6-2.pdf
https://www.st.com/resource/en/datasheet/SMAJ24A.pdf
https://www.st.com/resource/en/datasheet/SMAJ12A.pdf
https://www.st.com/resource/en/datasheet/esda13p70-1u1m.pdf

% Antennas

¥ ,

oo Wi-Fi/Bluetooth

Antennas are ESD protected according to IEC 61000-4-2 level 4
Very low harmonics generation ensures no disturbance in application

Wi-Fi antenna needs Key product parameters ST solutions

RF power = 20 dBm

(Vpeax = 3.2 V with 50 Q load) Veu 236 V

Alternative signal Bidirectional device

f=2.4GHz Extra low capacitance (< 0.3 pF) ESDARF02-1BU2CK

f=5.0 GHz Bandwidth = 30 GHz Band

IEC 61000-4-2 level 4 Contact discharge: 8 kV Pass —
8 kV contact/ 15 kV air Air discharge: 20 kV Fllter

Needs for Bluetooth antenna Product key parameters ST solutions X ESDARFE02-1BU2CK

RF power = 20 dBm

(Voeax = 3.2V with 50 Q load) Vru 236V
Alternative signal Bidirectional device —
Exira " (£0.3 pF) ESDARF02-1BU2CK "0
_ xtra low capacitance (< 0.3 p
f=24GCHz Bandwidth = 30 GHz
IEC 61000-4-2 level 4 Contact discharge: 8 kV
8 kV contact/ 15 kV air Air discharge: 20 kV

Ly
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https://www.st.com/resource/en/datasheet/esdarf02-1bu2ck.pdf
https://www.st.com/resource/en/datasheet/esdarf02-1bu2ck.pdf

A USB 2.0

PROTECT

Complete solution portfolio for USB granting flexibility in design
All sockets are ESD protected according to IEC 61000-4-2 level 4

USB2.0 (D+/ D-) needs Product key parameters ST solutions

Vb
Voltage < 3.0 V Ve = 5.25 V - | Vbus
Positive signal Unidirectional USBLC6-2SC6 o
(dual lines) s
Data rate: 480 Mbps , 4 bm 1/01f /01
Maximum equivalent frequency 240 MHz 2liieiLetl S e e FEE 1 20dif£=900hn
V%Jrj — ‘ .||| GND H Wbus | || :- -—<: =D-
Avoid Wi-Fi antenna desense CMF rejection 2 -15 dB P | o] ! r—_< =D
- DP -
(2.4 GHz / 5 GHz) (2.4 GHz to 6.5 GHz) Sl GND ~/ [Bp_1/02 /o2
= USBLC6-25C6
IEC 61000-4-2 level 4 Contact discharge: = 8 kV USB Type A connector
8 kV contact / 15 kV air Air discharge: 215 kV
>Vbus
USB2.0 (Vbus) needs Product key parameters ST solutions j% ESDA7P120-1U1M
Voltage <5.5V Vem=5.5V —
Positive signal Unidirectional Dt/ Dt _IC
ositive signa nidirectiona ESDA7P120-1U1M T |
Need to withstand 8/20 - Vbus [— e D-
eed to withstan MS surge DM : D+
lpp up to 120A | -
(IEC 61000-4-5) Fe DP ™ Z0diff=90chm
GND B GND NG,
IEC 61000-4-2 level 4 Contact discharge: >30 kV — = 5

8 kV contact/ 15 kV air Air discharge: >30 kV ECMFO02


https://www.st.com/resource/en/datasheet/esda7p120-1u1m.pdf
https://www.st.com/resource/en/datasheet/usblc6-2.pdf
https://www.st.com/resource/en/datasheet/ecmf2-40a100n6.pdf

V%

s Ethernet port

PROTECT

HSP series is compliant with all Ethernet lines
All sockets are ESD protected according to IEC 61000-4-2 level 4

o
Needs for Ethernet 10/100M Product key parameters ST solutions g
B
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Voltage: < 3.0 V Ve 2 3.0V % % é 5
K . Qe _TD+ + 5‘"7"‘, D+
Positive signal Unidirectional USBLC6-4SC6 | SO I it
- 3 Ald
Data rate: up to 100 Mbps Bandwidth > 800 Mz o seeeEe ELEE%
Maximum equivalent frequency 100 MHz HSP051-4M5 s | "%, RD+ EEE
—— RXCT [—1 i RX+
6 RD- T BRX
IEC 61000-4-2 level 4 Contact discharge: 215 kV 7 L = Zodist = 10cema
8 kV contact / 15 kV air Air discharge: 215 kV 8 _L
o ——— CHS GND -
Needs for Ethernet 1G / 10G Product key parameters ST solutions ;7 =
1GEthernet voltage: 2.5 V Vo >33V TT U:j-mj_im
10GEthernet voltage: 1.0 V R T N e 'l: TR
— /02| ™) e i TRDM
Positive sianal Unidirectional (bidirectional m ; — ‘ ‘\||G“D a GND}||-,_\Z°““ff = 100ohm %
d also suitable) (pitch 500um) i M i et
Data rate per pair = 2.5 Gbps, 800 Msymbols/s o o HSP051-4N10 I e
Maximum equivalent frequency 500 MHz ' (pitch 400pm) “Z T oew %BD% - Tl i e -
IEC 61000-4-2 level 4-8 kV contact / Contact discharge: 2 20 kV - TRO4* — PR By
15 kV air Air discharge: 30 kV 5 el R I T e e
— ! “u I/03|| | ll‘ -
"l ————— CHSGND J__ ‘ L —~ el o TRDAM 6
r7‘; g HSP051-4N10


https://www.st.com/resource/en/datasheet/usblc6-4.pdf
https://www.st.com/resource/en/datasheet/hsp051-4M5.pdf
https://www.st.com/resource/en/datasheet/hsp051-4n10.pdf

A RS-232

PROTECT

Always place the ESD protection close to ESD source

In this case, close to RS-232 connector

Needs for RS-232 Product key parameters ST solutions DCD AxD T20 OTR GO
. D@ 3 6 0 .

® 0 e
Voltage: <12V VeuZ 12V DS RTS CTS

2@

Positive and negative signal Bidirectional — 4 lines = &

PAQ
PA1

+5V

3

2 Rxt 17
55 | PA3

3 Tx1 SN Eﬁg

0 L3 PAG

—— 12 S| PAT

D1 g¥ RINS RIOUT (g O—45| PA8

PA9
ESDA14V2BP6 43

11 |14 34 PA10

PA11

PA12

1 D% PA13

C1+ C—gg| PAt4

PA15

Low constraint on capacitance ESDA14V2BP6 s 7]
Typical line capacitance 25 pF 8
Bandwidth >> 1 MHz

Maximum data rate: 256 kb/s
Maximum equivalent frequency < 1 MHz

o

|
lj
ALW‘T/O
o

IR

T/04

\‘|Jm J(-lh
o
Il g
E
= 3
= N
=z =
Vi
= A
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IEC 61000-4-2 level 4 Contact discharge: 28 kV
8 kV contact / 15 kV air Air discharge: 215 kV

'Fn
T/‘O? N

/01

o‘tl'
(L
T

| daf |
Q

+5

aQ
Y
TR

PBO
o PB1
O—s— PB2
L—5g | FB3
© L—%=— PB4
=L o—22 | pes
0 O—51 PB6
L—&11 PB7

[
Dl}_‘TT
1)

J

‘ﬁ SOT666-6L ,
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https://www.st.com/resource/en/datasheet/esdaxxxp6.pdf

0’ RS-485

Always place the ESD protection close to ESD source

Here, close to RS-485 connector

Needs for RS-485 Product key parameters ST solutions 9

L—5| PAD
Voltage range: -7V to +12 V Veu 2 12V ELT Ay
C——5pg | PA3

Positive and negative signal Bidirectional — 4 lines ey 55| PAS
T—53 | PAB

1 U3 ——341 | PA7
® X Tap | PA8
PA9

vee o ésu RX_ 43 ﬁ PA10
DE #7571 | Rrrs — 45 | PAl

RE [&5—* 4 | PA12

aND RO L—4g | PA13
. . 0| C—sp | PA14
IEC 61000-4-2 level 4 Contact discharge: 28 kV oTags 021 pa15

8 kV contact / 15 kV air Air discharge: 215 kV _é_ 26

-0 L—s7 PBO

/04
GB{T@

Low constraint on capacitance ESDA14V2BP6
Typical line capacitance 25 pF D2
Bandwidth >> 10 MHz 2

RS485 connector

Maximum data rate: 20 Mb/s
Maximum equivalent frequency < 10 MHz

ISP

I/01
D
ofW
I/

|
02 /03
P4

ESDA14V2BP6
-
>

‘ﬁ SOT666-6L .
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https://www.st.com/resource/en/datasheet/esdaxxxp6.pdf
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T *—F

S
PROTECT

Needs for parallel interface Product key parameters ST solutions

Voltage < 3.3 V (high speed HS) Vem 2 3.3V

Positive signal Unidirectional (bidirectional also suitable)

EMIF08-LCD04M16

Clock frequency < 33 MHz Bandwidth > 400 MHz (-6 dB)

Avoid to disturb LTE, Wi-Fi, Bluetooth reception Rejection of 700 MHz, 2.4 GHz, and 5 GHz

Needs for MIPI (data / clock) Product key parameters ST solutions

Voltage < 385 mV (high speed HS)

Vw2 3.6V
Voltage < 1.3 V (low power LP)

Positive signal Unidirectional (bidirectional also suitable) M

Data rate up to 1.5 Gbps Bandwidth > 5 GHz

Avoid to disturb Wi-Fi antenna CMF rejection = -15 dB

(2.4 GHz / 5 GHz) (2.4 GHz to 6.5 GHz) ECMF4-40A100N10
Needs for I>C Product key parameters

Line voltage range: 0 to 3.3V Veu23.3V

L o T . USBLC6-2SC6
Positive signal Unidirectional (bidirectional also suitable) -

ESDZV5-1BF4
Small consumption on digital communication Capacitance <10 pF to reduce consumption
ESDZL5-1F4

Data rate: 3.4 Mbps Bandwidth: > 700 MHz

LCD
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https://www.st.com/resource/en/datasheet/emif08-lcd04m16.pdf
https://www.st.com/resource/en/datasheet/hsp051-4M5.pdf
https://www.st.com/resource/en/datasheet/ecmf4-40a100n10.pdf
https://www.st.com/resource/en/datasheet/usblc6-2.pdf
https://www.st.com/resource/en/datasheet/esdzv5-1bf4.pdf
https://www.st.com/resource/en/datasheet/esdzl5-1F4.pdf

alz Buttons/switches

PROTECT

All sockets are ESD protected according to IEC 61000-4-2 level 4
Very low clamping thanks to soft snapback type protection

VDD
Needs for switches Product key parameters ST solutions §
MCU power supply, usually 3.3 V or less Vem255V
. —i *
ESDZV5-1BF4
Digital positive signal Unidirectional (bidirectional also suitable) (single line) <l
S No constraints on capacitance ESDZL5-1F4 o —
Low frequency application Cline < 9.5 pF ESDZL5-1F4 i |3
single line ]
IEC 61000-4-2 level 4 Contact discharge: 215 kV (sing ) ™o
8 kV contact/ 15 kV air Air discharge: 230 kV VDD
Avoid EMI (antenna desense) Reject frequency > 700 MHz — L
EMIF01-1KO3AF4* 0 ‘r[l
IEC 61000-4-2 level 4 Contact discharge: up to 8 kV b Button
8 kV contact / 15 kV air Air discharge: up to 15 kV
STEMFOL °r
1

o~

L L
~ 'l'_-jﬁ
% 0201 package 1

&7 o
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https://www.st.com/resource/en/datasheet/esdzv5-1bf4.pdf
https://www.st.com/resource/en/datasheet/esdzl5-1f4.pdf
https://www.st.com/resource/en/datasheet/EMIF01-1K03AF4.pdf

Y

SRorect Power supply

Wide range of |, surge capabilities

Flexibility with various voltages and package sizes

Power supply needs Product key parameters ST solutions in SMD

Vem 2 Vpe (Voe + 10% margin)
DC input voltage
Unidirectional

Viam 2 V2 X Ve (Vug + 10% margin) SMAG6J series
AC input voltage (SMA)
Bidirectional
Need to withstand 8/20 ps surge T AT AV Y SM15T series
(IEC 61000-4-5) pp UP RM (SMC)
IEC 61000-4-2 level 4 Contact discharge: >30 kV
8 kV contact / 15 kV air Air discharge: >30 kV

Ky 1

life.augmented


https://www.st.com/resource/en/datasheet/sma6j58A.pdf
https://www.st.com/resource/en/datasheet/sm15T68a.pdf

Y

S Charging connector & battery

Wide range of |, surge capabilities

Flexibility with various voltages and package sizes

/ PMIC \
Power supply needs Product key parameters ST solutions in SMD VSRR LY)

Voltage according to battery or Vi 2 Voot (generally Vo =5 V10 7 V) 5

Vph_pwr (5V)

VPH IPWR

specification

Unidirectional ESDAXP series
(QFN)

Battery
MOSFET

Need to withstand 8/20 ps surge
(IEC 61000-4-5)

, Vbat (5V) /777777
lop up to 169A with Vg, 28 V

SMG6FY series

IEC 61000-4-2 level 4 Contact discharge: >30 kV (SOD128) =T
8 kV contact/ 15 kV air Air discharge: >30 kV \

k

Ky 12

life.augmented


https://www.st.com/en/protection-devices/power-line-protection-surge-current-gt-24-a.html#products
https://www.st.com/resource/en/datasheet/sm6f5-0ay.pdf

« CMF: common-mode filter

« ESD: electrostatic discharge

« EOS: electrical overstress
 MCU : microcontroller

« TCPP : Type-C™ port protection

« TVS: transient voltage suppressor diode

Lys
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Glossary

FACP: fire alarm control panel
HMI: human machine interface
PLC: power line communication

SLC com: signal line circuit communication is
used to transmit power and data to devices
connected in a closed loop. This is a 24V
nominal DC current limited bus.

13



Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
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http://www.st.com/trademarks
http://www.st.com/
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