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Accessing the platform



Step 1 - Scan QR Code

1. Open the camera app on your smartphone 

or tablet.

2. Point the camera at the QR code on the 

STSAFE chips reel.

3. Tap on the notification or link to open the 

landing page for the product.

This is a QR code sample – do not use it



Step 2 – Or claim directly

• You can claim your product directly using 

the form available on:

https://eds.st.com/stsafe/?claim=1

https://eds.st.com/stsafe/?claim=1


Step 3 – Log onto st.com

• After tapping on the link, you will be 

redirected to the landing page for the 

product on st.com

• To access the full range of features and 

resources on the landing page, you will need 

to create a new account or login if you 

already have an account.



Online certificate distribution platform



Overview of the platform

• The product landing page (desktop or mobile) 

is divided into four main sections: 

• QR code information details

• Getting started guide

• Certificates downloads and email sending

• Downloads history



QR Code information

This section shows specific details regarding 

your product, including:

• SO Number

• Commercial Product

• Quantity

• Bulk ID



Getting started

• This section shows a starting point and 

valuable insights on A110 and SPL03

• Here, the user can download our 

comprehensive PDF guide



Download certificates

• In this interactive section of the page, you can:

1. Download the certificates .zip file

2. Send it to your email address

3. Download the Root Certification Authority for 

STSAFE certificates

1

2

3



Downloads History

• The Downloads History section displays a 

record of all downloads completed for a 

specific part number

• Each item in the Downloads History section 

includes the user reference and the date of 

the download, displayed in days since the 

download occurred



Errors Page

• If the URL coming from QR code is corrupted 

or something regarding the STSAFE reel is 

missing, you will land on a generic product 

page

• You can download PDF documentation or 

check downloads history as well



Attachment to AWS account



How to attach objects to AWS IoT Core

15

Introduction

• AWS IoT Core manages the “things” (objects) in the Cloud 

• Before accepting the connection of an object, AWS IoT Core needs to authentication this object

• This object authentication is based on an X.509 certificate and an ECDSA handshake process

STSAFE-A contribution

• STSAFE-A offers an ECDSA handshake authentication and comes loaded with an X.509 certificate 

that can be reused by a connected object 

• To make this connected object accepted by an AWS IoT Core, the X.509 certificate must first be 

loaded within AWS IoT Core



AWS IoT Core
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• In IoT Core, expand the 

security submenu

• Then click on [Certificates]



AWS IoT Core > Security > Certificates
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• The list of current 

certificates is displayed

• Expand [Add Certificate]

• Click on [Register 

certificates]



AWS IoT Core > Security > Certificates 
> Register certificate
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• The list of current 

certificates is displayed

• Expand [Add Certificate]

• Click on [Register 

certificates]



AWS IoT Core > Security > Certificates 
> Register certificate
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• Select the certificate and 

click [Activate]



AWS IoT Core > Security > Certificates 
> Register certificate
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• Now click on [Register]



AWS IoT Core > Security > Certificates
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• The ID of the new certificate is 

display in the green banner

• And you can find the newly 

added certificate in the list

• The ID is the SHA256 fingerprint 

of your certificate

> openssl x509 -fingerprint -in 60E2C082D4C16E0139.pem -sha256 –noout

SHA256 Fingerprint=A5:C9:7A:55:C3:1F:F4:3E:67:7E:2A:86:92:AD:0D:74:70:ED:8C:C7:F5:75:71:62:8F:37:D4:9A:30:C4:6F:01



AWS IoT Core > Manage > Things
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• Now Create a Thing

• Expand [All Devices] and click 

[Things]

• Then click on [Create things]



AWS IoT Core > Manage > Things 
> Create things
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• Select [Create single thing]

• Click [Next]



AWS IoT Core > Manage > Things 
> Create things
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• Provide a [Thing name]

• Add your custom Thing 

configuration

• Then click [Next]



AWS IoT Core > Manage > Things > Create things
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• Select [Skip creating a certificate 

at this time]

• Click [Create thing]



AWS IoT Core > Manage > Things 
> Create things
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• Your Thing is now created

• Go back to Security > Certificates



AWS IoT Core > Security > Certificates
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• Select your certificate

• Expand [Actions]

• Click on [Attach to things]



AWS IoT Core > Security > Certificates
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• Choose your Thing

• Click on [Attach to thing]

• Your thing and the certificate are 

now attached



AWS IoT Core > Manage > Things > 
AWS_Test_STSAFE-A110
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• Go back to your thing in 

[Certificates]

• You can see the certificate 

attached to the Thing



Attachment to Azure account



Create a resource group in Azure

31



Create an IoT Hub in Azure
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Link Resource Group and Set a Hub Name. Set 

hub specifics per use case



Create a Device Provisioning Service (DPS) 
in Azure
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Create a Device Provisioning Service (DPS) 
in Azure
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Link Resource Group, Review and Create DPS 



Link the IoT Hub
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Open newly created DPS, Link IoT Hub to DPS



Add individual enrollment in DPS
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Add individual enrollment in DPS
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Select X.509 client certificates, load Certificate 

copied/saved from U5 output



Link Hub to individual enrollment in DPS
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Link IoT Hub in enrollment



Create individual enrollment in DPS
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Follow the package instructions to compile, program, and set Endpoint/WiFi/ID Scope details. 

The Endpoint and ID Scope are found on the DPS Overview page

Test Hub

STM32CubeExpansion_Cloud_AZURE

B-U585I-IOT02A Azure Demonstration Code



Once you have configured package, it should automatically connect, create, and enable a device 

using the certificate common name 

Test Hub

STM32CubeExpansion_Cloud_AZURE

B-U585I-IOT02A Azure Demonstration Code
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