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Features

. Integration of the STSAFE-TPM trusted platform module 2.0 based on ST33KTPM and ST33HTPH2Xxxx devices

. Support for SPI and 12C

. Integration of the TPM software stack (1ibtss), TPM2 tools, and OpenSSL

. Validated with the STM32 MPU evaluation tools STM32MP135F-DK, STM32MP157F-DK2, and STM32MP257F-EV1
. Validated with the STSAFE evaluation boards STPM4RasP| and STPM4RasPI1V21

Description

The X-LINUX-TPM OpenSTLinux Expansion Package provides the software add-ons for the integration of the STSAFE-TPM
trusted platform module into the STM32 MPU OpenSTLinux Distribution. The typical services provided by TPM 2.0 are:

. Cryptographic keys generation, protection, management, and usage

. Cryptographic device identity

. Device attestation

. Measured boot

. Secure storage

. Other functions including hashing, random number generation, and secure clock

The STSAFE-TPM product benefits from Common Criteria, FIPS 140, and TCG certifications.
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General information

1 General information

The X-LINUX-TPM Expansion Package runs on STM32 microprocessors based on Arm® Cortex® processors.

Note: Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

arm

1.1 Ordering information
X-LINUX-TPM is available for free download from the www.st.com website.

1.2 Versioning

The major and minor versions of the X-LINUX-TPM OpenSTLinux Expansion Package are aligned on the major
and minor versions of the OpenSTLinux Distribution. This prevents painful backward compatibility attempts and
makes dependencies straightforward.

The X-LINUX-TPM generic versioning vx.y.z is built as follows:

. x: major version matching the OpenSTLinux Distribution major version. Each new major version is
incompatible with previous OpenSTLinux Distribution versions.

. y: minor version matching the OpenSTLinux Distribution minor version. Each new minor version might be
incompatible with previous OpenSTLinux Distribution versions.

. z: patch version to introduce bug fixes. A patch version is implemented in a backward-compatible manner.

1.3 License
X-LINUX-TPM is delivered under the Mix Ultimate Liberty+OSS+3rd-party V1 software license agreement
(SLA0048).

Software component license agreements

The software components provided in this package come with different license schemes. Refer to wiki.st.com/
stm32mpu/wiki/X-LINUX-TPM_licenses for details.
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Revision history

Table 1. Document revision history

28-0ct-2024 1 Initial release.
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IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2024 STMicroelectronics — All rights reserved
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